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BUBBLES

DEFINING THE BUILDING BASIC BLOCKS FOR A U-SPACE SEPARATION
MANAGEMENT SERVICE

This Validation Report is part of a project that has received funding from the SESAR Joint Undertaking
under grant agreement No 893206 under European Union’s Horizon 2020 research and innovation
program.

Abstract
This document contains the BUBBLES Validation results for validation Phase I and Phase II. It
summarizes all the results obtain during the execution of the Validation Exercises carried out between
June and October of 2021 (Phase I) and November 2021 and April 2022 (Phase II). This Validation
Report is based on the template of SESAR Industrial Research projects. The template has been adapted
to the particularities of an Exploratory Research project.
BUBBLES Validation Report aims to present and validate the operational and interoperability results
for the provision of separation management to UAS flying in Very Low-Level airspaces where U-space
services are available.
BUBBLES Validation activities are organized in two phases, combining simulation and experimental
activities. The first Validation Phase focuses on nominal performance, whereas the second Validation
Phase takes into account non-nominal conditions. Since BUBBLES is an Exploratory Research project,
the initial maturity gate is V0 and the validation activities aim at demonstrating the achievement of
V1.
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1 Executive summary
This document describes the results of the validation exercises performed in BUBBLES Validation
Activities. This validation exercises were developed in BUBBLES D5.1 Concept Validation Test Plan [1].
To maintain coherence with the framework defined by the European Air Traffic Management Master
Plan, BUBBLES Validation Report is based on the template for SESAR Industrial Research (IR) projects
with several alterations to adapt the document to the scope and maturity of the project. This template
has been developed to describe the validation results from the activities of BUBBLES SESAR project.
Since BUBBLES is an Exploratory Research (ER) project, the initial maturity gate is V0 and the validation
activities aim at demonstrating the achievement of V1. Considering this goal, BUBBLES addresses the
formulation of a Concept of Operations to provide the separation management service in the U-space
and validation activities focusing on operational and interoperability requirements related to the initial
logical system architecture.
Whenever possible, BUBBLES uses experimental tools to validate requirements. However, in some
cases, experimental validation requires a huge amount of data that cannot be collected within the
scope of an ER project. Hence, some of the requirements are validated by simulation tools. When
neither the simulation capabilities nor the amount of data available allow validation of a particular
requirement, the validation exercise focuses on demonstrating that the validation method is feasible
and can be used in future demonstration activities.
Results regarding the 3 different reference scenarios are presented in this document. BUBBLES has
selected the city of Valencia, in Spain, to run simulations and perform experimental activities. Each
exercise addresses these 3 scenarios with deviations adapted to the defined needs and objectives.
Throughout this document, results will be presented for the 5 high-level objectives, which have been
subdivided into 19 low-level validation objectives, to assess the BUBBLES concept, with reference to
the SESAR KPAs: Safety, Capacity and Human Performance.
BUBBLES Validation exercises are grouped into 2 phases, combining simulation and experimental
activities. The first Validation Phase focuses on nominal performance through 2 exercises, whereas the
second Validation Phase takes into account non-nominal conditions and consists of 3 exercises. This
document details the validation activities conducted in both Validation Phases. For all these five
exercises, the document describes the validation objectives, the validation scenarios, the exercise
assumptions, the validation technique, the platforms used in the exercise, the data collection methods
and the data analysis, and the exercise planning.
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2 Introduction
2.1 Purpose of the document
This document provides the Exploratory Research Validation Report (VALR) for BUBBLES validation
activities at V1 maturity level. It describes the results of each validation exercise defined in D5.1 CVALP
[1], how they have been conducted and some comments. It also provides a set of relevant conclusions
and recommendations.
The present document contains the Validation results for the first phase, where two exercises were
carried out, as well as for the second phase, where three exercises were conducted.

2.2 Intended readership
The intended readers are the members of BUBBLES consortium who are involved in validation activities
and SESAR Joint Undertaking (SJU) staff in charge of reviewing and approving the document.
In addition, this document targets the following audiences:
-

Other Exploratory research projects.

-

Other Industrial research projects.

-

Other SESAR VLD projects.

-

International Regulatory authorities.

-

International Standardization bodies.

2.3 Background
The BUBBLES project aims at defining separation minima and methods for unmanned air systems (UAS)
flying in the very low-level airspace (VLL), to improve the overall performance and safety therein.
BUBBLES follows an operation-centric, risk-based approach, assigning the separation minima and
methods within the framework of the U-space Concept of Operation (ConOps) and the corresponding
risk level assessed using standard methodologies like specific operations risk assessment (SORA).
The project also develops algorithms to compute the collision probability between drones operating
in the VLL, using separation minima to keep it under acceptable levels. Moreover, the project
investigates how artificial intelligence (AI) can contribute to dynamically manage these minima using
different separation methods and agents (from ground-based strategic conflict resolution to
distributed self-separation). The mitigation effect of U-space services is also being taken into account,
as well as the external and system induced risks (included those derived from the use of AI). Finally,
BUBBLES extends the concept of Performance Based Communications, Navigation and Surveillance
(CNS) to the drone operations to draft safety and performance requirements and developing
monitoring tools in order to ensure that their actual performance complies with them.
Page I 12

VALIDATION REPORT (VALR)

BUBBLES develops Artificial Intelligence (AI) based algorithms to compute the collision risk of UAS
leading to separation minima and methods so that a Target Level of Safety (TLS) stated in terms of
overall probability of collision can be defined and maintained.
These algorithms are being applied to a set of generic ConOps for UAS operations defined by BUBBLES,
detailed enough to cover most of the envisaged applications, but generic enough not to be linked to
any particular one. They are classified in terms of risk using the SORA methodology.
These separation minima and methods are assigned to the ConOps using AI techniques, leading to the
definition of a set of generic OSEDs from which safety and performance requirements for the CNS
systems are derived applying a performance-based approach.

2.4 Structure of the document
This document is structure as follows:
•
•
•
•
•
•

Section 1 provides an executive summary of the validation report.
Section 2 defines the purpose of the document, identifies the intended readers, define the
background, describes the structure of the document, and includes and defines the acronyms
used throughout the document.
Section 3 describes the context of the validation activities, including a summary of the
definition of BUBBLES as a SESAR solution, a summary of the Validation Plan and deviations
with respect to the Validation Plan.
Section 4 provides the validation results. First a summary table of the Validation Results and
then the detailed analysis of Validation Results per Validation Objective.
Section 5 contains the conclusions and recommendations after the evaluation of the Validation
results.
Section 6 includes the references used in this document.

2.5 Acronyms and Terminology
Term

Definition

ADD

Architecture Definition Document

AESA

Spanish Aviation Safety and Security Agency

AI

Artificial Intelligence

AN

Availability Note

ANSP

Air Navigation Service Provider

API

Application Programming Interface

APIC

Autonomous Pilot in Command

ARES

Airspace Reservation/Restriction
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ATC

Air Traffic Control

ATM

Air Traffic Management

ATM MP

Air Traffic Management Master Plan

BVLOS

Beyond Visual Line of Sight

CFIME

Communication Fault Injector and Monitoring Environment

CNS

Communication, Navigation and Surveillance

ConOps

Concept of Operations

CORUS

Concept of Operation for European UTM System

CPM

Communications Performance Monitoring

CPU

Central Processing Unit

CSFIME

Communication and Surveillance Fault Injector and Monitoring Environment

CSV

comma-separated values

CTR

Controlled Traffic Region

CVALP

Concept Validation Test Plan

DDS

Data Distribution Service

EASA

European Aviation Safety Agency

EATMA

European ATM Architecture

E-ATMS

European Air Traffic Management System

E-OCVM

European Operational Concept Validation Methodology

ER

Exploratory Research

EU

European Union

EUROCAE

European Organisation for Civil Aviation Equipment

FP

Flight Plan

FTE

Flight Technical Error

GCS

Ground Control Station

GNSS

Global Navigation Satellite System

GPS

Global Positioning System
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HPA

Horizontal Position Accuracy

HTB

Hierarchical Token Bucket

IBP

Industrial Based Platform

ICAO

International Civil Aviation Organization

ICD

Interface Control Documents

Indra

Indra Sistemas S.A.

INTEROP

Interoperability Requirements

IRS

Interface Requirements Specification

JSON

Java Script Object Notation

KPA

Key Performance Area

KPI

Key Performance Indicator

MEDUSA

Methodology for the U-space Safety Assessment

MQTT

Message Queuing Telemetry Transport

MTOW

Maximum Take-Off Weight

NMAC

Near Mid-Air Collision

NN

Neural Networks

NSE

Navigation System Error

OSED

Operational Service and Environment Definition

OVF

Open Virtualization Format

PI

Performance Indicator

PIRM

Programme Information Reference Model

RMS

Root Mean Square

RNP

Required Navigation Performance

RPC

Required Communication Performance

RPIC

Remote Pilot in Command

RSP

Required Surveillance Performance

SAIL

Specific Assurance and Integrity Levels
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SESAR

Single European Sky ATM Research Programme

SJU

SESAR Joint Undertaking (Agency of the European Commission)

SME

Separation Management Environment

SMS

Separation Minima Service

SPM

Surveillance Performance Monitoring

SPR

Safety and Performance Requirements

SUT

System Under Test

SVR

Support Vector Regression

SWIM

System Wide Information Model

TCP

Transmission Control Protocol

TLS

Target Level of Safety

TRL

Technology Readiness Level

TS

Technical Specification

UAS

Unmanned Aerial System

UC

Use Case

UC

University of Coimbra

UL/DL

Upload/Download

UNIROMA1

University of Rome

UPV

Polytechnic University of València

USSP

U-space Service Provider

UTM

Unmanned Aircraft System Traffic Management

VALP

Validation Plan

VALR

Validation Report

VALS

Validation Strategy

VFR

Visual Flight Rules

VLD

Very Large Demonstration

VLOS

Visual Line of Sight
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VO

Validation Objective

VTOL

Vertical Take-Off and Landing

WP

Waypoint
Table 1: Acronyms and terminology
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3 Context of the Validation
This document provides the final Validation Report for the validation activities performed as part of
the BUBBLES project. BUBBLES Validation Report aims at validating the operational and
interoperability requirements for the provision of separation management to UAS flying in Very LowLevel airspaces where U-space services are available.
A first mock-up is designed and implemented to validate the initial Concept of Operations (Validation
Phase I). The results of the validation process are fed back to WP2 to update the concept formulation.
A second mock-up is developed for the validation and evaluation of the updated BUBBLES concept
(Validation Phase II). The results of the second validation phase will lead to the final version of the
BUBBLES concept that will be described in the BUBBLES deliverable D2.1 [2], which will be submitted
by the end of the project. This process is shown in the next figure.

Figure 1. BUBBLES Validation Process

As mentioned above, BUBBLES Validation activities are organized in two phases. The first phase is
scheduled between July and November of 2021 and the second phase is planned between February
and April 2022. The validation plan encompasses both simulation and experimental activities.
Validation Phase I consists of two validation exercises conducted in three scenarios under nominal.
The first validation exercise uses real-time simulation tools and the second one consists of test flights
involving a small number of drones.
Validation Phase II comprises three more validation exercises. The third and the fourth exercises
consist of real-time simulations considering scenarios with nominal and abnormal conditions, as well
as faulty conditions in some cases. The fifth validation exercise consists of extended flight tests
involving a larger number of simultaneous drones and including the evaluation of the CNS performance
to adapt the separation minima accordingly. To this purpose, CNS performance degradation are
simulated.
Different tools developed by the team (some of them based on Indra's UTM platform) are used in the
validation exercises. Experimental validation activities are planned in scenarios selected from the
sector types defined in the document D6.5 SPR/INTEROP-OSED [2], all of them set in Valencia (Spain).
A U3 deployment scenario is used to support the test flights.
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3.1 SESAR ER4-31-2019-BUBBLES: a summary
The separation management service is focused on the separation provision layer of conflict
management. The objective of separation management service is to make available all the information
required by the assigned separator (U-space airspace users or a U-space tactical conflict resolution
service) to univocally identify the applicable separation mode, so that all tactical conflicts occurring
within a U-space airspace in which separation management service is provided are resolved according
to a pre-established set of rules and procedures, and a target effectiveness of the separation provision
barrier (i.e.: risk ratio) is achieved, as specified in the document D6.5 SPR/INTEROP-OSED [3].
This concept of a service fits the definition of common information services given by CIR 2021/664 [3]:
“a service consisting in the dissemination of static and dynamic data to enable the provision of U-space
services for the management of traffic of unmanned aircraft.” Hence, the separation management
service might be provided as a subset of CIS, and the information to be provided would be defined
according to the risk assessment performed by the CAA.
BUBBLES proposes the separation management service to be: Optional, in U-space airspaces where
tactical conflict resolution is not provided by U-space services (i.e.: CORUS Y volumes), or Mandatory,
in U-space airspaces where tactical conflict resolution is provided by U-space services (i.e.: CORUS Z
volumes). In Y volumes, the separation management service shall act as a reinforcement of the
capability of UAS operators to perform tactical deconfliction processes (i.e.: remain well clear) in a
harmonized fashion, and in Z volumes, the separation management service shall act as a single point
of truth to be used as reference for the different USSPs operating in the airspace, to guarantee all
tactical deconfliction processes are executed in a harmonized, fair, and efficient manner.
The definition of the separation mode requires the establishment of a series of rules and procedures
to be followed, as well as the computation of the applicable separation minima. The BUBBLES ConOps
for separation management in the U-space is based on the following set of principles:
•
•
•
•

Operation-centric and volume-based,
Time-based,
Risk-based, and
Performance-based.

The separation management process proposed by BUBBLES is divided in four steps: (1) detection of a
conflict; (2) formulation of solutions; (3) implementation of a solution; (4) and monitoring of the
execution of the solution. A solution shall be formulated for any detected conflict so that it does not
end up in a collision. The solution shall pursue to keep the aircraft away from the hazard by at least
the applicable separation minima. The formulation of a solution of a conflict is a three-folded process
consisting of: (1) a separator shall be designated and entrusted with the responsibility to resolve the
conflict; (2) the designated separator shall use an agreed separation mode to avoid the hazard; and
(3), the designated separator shall apply separation methods to keep the aircraft away from the hazard
by the applicable separation minima at least.
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3.2 Summary of the Validation Plan
3.2.1 Validation Plan Purpose
The BUBBLES validation plan is focused on testing the Concept of Operations developed by the project.
In particular, the algorithms to compute the Separation Minima, developed in WP4, as well as the
operational and interoperability requirements for the provision of separation management in the Uspace developed in WP6.
The validation plan encompasses five exercises, combining simulation and experimental activities.
Validation experiments are designed to test key parts of the Separation Management provision
process. The following figure shows a summary of the main figures of the BUBBLES validation
approach:

5 High level
objectives

19 Low level
objectives

3 Reference
Scenarios

5 Validation
Exercices

8 Platforms/tools
Developed

Figure 2. Main figures of the Validation Plan

BUBBLES Validation activities are detailed in the document BUBBLES D5.1 Validation Plan, which
describes both simulation and experimental activities.
Validation Phase I targets two Validation Objectives, explained in the following subsection. Each
Validation Objective is addressed by a Validation Exercise:
•
•

Validation Exercise #1: a variety of simulations using different tools will be run to validate the
conflict model developed in Task 4.1, as well as the AI-based algorithms developed in Task 4.2.
Validation Exercise #2: execution of flight tests involving several UAS flying under nominal
conditions to validate the operational feasibility and acceptability of U-space services
simulated using BUBBLES mock-up and their impact on human performance.

Validation Phase II targets three Validation Objectives, explained in the following subsection. Each
Validation Objective is addressed by a Validation Exercise:
•
•
•

Validation Exercise #3: execution of simulated flights involving several UAS in U3 scenarios to
validate the impact of surveillance degradation, considering abnormal and faulty conditions,
on CNS performance and conflict metrics.
Validation Objective #4: Validate the performance-based separation concept developed in the
BUBBLES ConOps through real-time simulations.
Validation Objective #5: execution of flight tests in a representative environment under
nominal and abnormal conditions to validate the separation management concept proposed
in the BUBBLES ConOps, as well as the operational feasibility and acceptability of U-space
services simulated in BUBBLES mock-up II and their impact on human performances.
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In order to obtain representative results, all Validation Exercises will be executed in U3 scenarios
selected from the sector types defined in the document D6.5 SPR/INTEROP-OSED [3]. Namely, the
following three scenarios will be used:
•
•
•

Validation Scenario #1: a 25 km2 area in Uncontrolled Airspace-Low Density scenario in the
surroundings of the city of Valencia (Spain).
Validation Scenario #2: a 25 km2 area in Controlled Airspace-Medium Density scenario in the
urban area of Valencia (Spain); the area includes a large harbour but not the city airport.
Validation Scenario #3: a 25 km2 area in Controlled Airspace-High Density scenario in the
urban area of Valencia (Spain); the area includes the vicinity of the city airport.

To support the execution of these Validation Exercises, the BUBBLES team developed a mock-up
consisting of eight components:
•

•

•
•
•
•

•

•

The INDRA-SIM Industrial Based Platform (IBP). This platform has two operating modes.
Operating mode 1, a simulation mode, will be used in the Validation Exercise #01, whereas
mode 2, a real-time mode, will be used in Validation Exercise #02 to provide U-space services
in the test-flights.
The BB-Planer tool prototype applies the collision model developed in Task 4.1 and a
trajectory simulator to compute collision rates. This prototype is used in Validation Exercises
#01, #03, and #04 to two different purposes: (1) to define the trajectories which used in
simulation activities and (2) to obtain collision rates using a statistical approach.
The BUBBLES-AI tool prototype, implementing the AI algorithms developed in Task T4.2. This
prototype is used in the Validation Exercises #01 and #5 to compute separation minima and
identify separation methods in order to attain a specific conflict rate.
The BUBBLES simulation environment 001, composed of the Gazebo/PX4 simulation tool and
the Fault Injection tool. This prototype will be used in the Validation Exercise #03 to validate
part of the Safety Requirements.
The BUBBLES Communications impairment and shaping tool (COMMIS). This tool will be used
in the Validation Exercise #03 for performance and faulty conditions assessment to validate
part of the Safety Requirements.
BUBBLES Surveillance Performance Monitoring tool (SPM), used to evaluate surveillance
performance in Validation Exercises #03, as a non-real time tracker, and #05, in real-time
during test flights. This tool was named BUBBLES tracking & evaluation system in deliverables
of BUBBLES Work Package 7.
BUBBLES Communications Performance Monitoring tool (CPM), used to evaluate
communications performance in Validation Exercise #05. This tool was developed in Work
Package 7 to assess the effects of communication performance on the surveillance processing
function.
BUBBLES Separation Management Environment (SME) platform, used in Validation Exercise
#05 to provide U-space services in the test-flights considering abnormal conditions in the CNS
performance.
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3.2.2 Summary of Validation Objectives and success criteria
BUBBLES Validation Phase I targets two general Validation Objectives:
Identifier
Objective
Title
Category
Key environment
conditions
V Phase
Identifier
Objective
Title
Category
Key environment
conditions
V Phase

OBJ-BUBBLES-V1-VALP-01.0
Validate that the algorithms developed in WP4 provide the separation minima
needed to achieve the conflict ratio which guarantees that a given Target
Level of Safety (TLS) is attained.
Conflict ratio Assessment
<safety>, <capacity>
Nominal conditions, Simulated scenarios (including Controlled and
Uncontrolled airspaces, Rural and Urban areas)
V1
OBJ-BUBBLES-V1-VALP-02.0
Validate the operational feasibility and acceptability of U-space services
simulated in BUBBLES mock-up and their impact on human performances in
test-flights performed in relevant scenarios under nominal conditions.
Test-flights I
<safety>, <operational feasibility>, <human performance>, <acceptability>
Nominal conditions, Controlled and Uncontrolled airspaces, Rural and Urban
environments.
V1
Table 2. General Validation Objectives for Validation Phase I

Validation Objective #1 is split into three sub-objectives that will be addressed by means of different
simulation procedures/tools:
Identifier
Objective

Title
Category
Key environment
conditions
V Phase
CRT-BUBBLES-V1VALP-01.1-001
CRT-BUBBLES-V1VALP-01.1-002
Identifier
Objective
Title
Category
Key environment
conditions
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OBJ-BUBBLES-V1-VALP-01.1
Validation of the collision model and the algorithms developed in T4.1 through
the conflict rates obtained in the simulations. The objective is the comparison
of the values of number of tactical conflicts and conflict frequency for the
different scenarios.
VO Ex#1.1
<safety>, <capacity>
Nominal conditions, Simulated scenarios (including Controlled and
Uncontrolled airspaces, Rural and Urban areas)
V1
Success Criterion
The error in the number of conflicts is very good.
The error in the frequency of conflicts is very good.
OBJ-BUBBLES-V1-VALP-01.2
Validation of the AI predictive machine learning methods developed in 4.2 to
predict conflict metrics.
VO Ex#1.2
<safety>, <capacity>
Nominal conditions, Simulated scenarios (including Controlled and
Uncontrolled airspaces, Rural and Urban areas)
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V Phase
CRT-BUBBLES-V1VALP-01.2-001
Identifier
Objective
Title
Category
Key environment
conditions
V Phase
CRT-BUBBLES-V1VALP-01.3-001

V1
Success Criterion
The error in the number of horizontal overlapping is considered excellent.
OBJ-BUBBLES-V1-VALP-01.3
Validation of the AI inverse predictive machine learning methods developed in
T4.2 to define separation minima and methods to attain specific values of
conflict and collision rates.
VO Ex#1.3
<safety>, <capacity>
Nominal conditions, Simulated scenarios (including Controlled and
Uncontrolled airspaces, Rural and Urban areas)
V1
Success Criterion
The error in the number of horizontal overlapping should is between very
good and excellent.

Table 3: Validation Objectives and Success Criterion Exercise #01

Validation Objective #2 has been split into the following sub-objectives:
Identifier
Objective
Title
Category
Key environment
conditions
V Phase
CRT-BUBBLES-V1VALP-02.1-001
Identifier
Objective
Title
Category
Key environment
conditions
V Phase
CRT-BUBBLES-V1VALP-02.2-001
CRT-BUBBLES-V1VALP-02.2-002
Identifier
Objective
Title
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OBJ-BUBBLES-V1-VALP-02.1
Validate that the INDRA IBP platform detects the conflicts induced in the test
flights, according to a set of separation minima.
Conflict detection
<safety>, <operational feasibility>, <human performance>
Nominal conditions, Controlled and Uncontrolled airspaces, Rural and Urban
environments.
V1
Success Criterion
The platform timely detects the conflicts and issues the appropriate alerts to
pilots to solve them.
OBJ-BUBBLES-V1-VALP-02.2
Validate that the services provided by INDRA IBP work correctly in different
environments, checking that the environment does not affect the service
provided.
UTM platform operation
<safety>, <operational feasibility>, <human performance>
Nominal conditions, Controlled and Uncontrolled airspaces, Rural and Urban
environments.
V1
Success Criterion
The separation minima have been properly applied on each scenario.
The service has worked well in any environment (controlled or uncontrolled
airspaces and rural or urban areas).
OBJ-BUBBLES-V1-VALP-02.3
Receive feedback from pilots on their experiences using the BUBBLES mockup and their U-space service needs.
Questionnaires
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Category
Key environment
conditions
V Phase
CRT-BUBBLES-V1VALP-02.3-001
CRT-BUBBLES-V1VALP-02.3-002
Identifier
Objective
Title
Category
Key environment
conditions
V Phase
CRT-BUBBLES-V1VALP-02.4-001

<operational feasibility>, <human performance>, <acceptability>
Nominal conditions, Controlled and Uncontrolled airspaces, Rural and Urban
environments.
V1
Success Criterion
Pilots must fill a survey after each mission with their views and comments.
The last days comments should be better than during the first days of the
test-flights.
Pilots get acquainted with the functioning of the INDRA IBP and give positive
feedback.
OBJ-BUBBLES-V1-VALP-02.4
Check that the delays assumed to compute reference separation minima are
realistic.
Delays measurement
<human performance>
Nominal conditions, Controlled and Uncontrolled airspaces, Rural and Urban
environments.
V1
Success Criterion
Measured delays are similar to the ones used in D4.1 to calculate the
separation minima.

Table 4. Validation Objectives and Success Criterion Exercise #02

BUBLES Validation Phase II targets three general Validation Objectives:
Identifier
Objective
Title
Category
Key environment
conditions
V Phase
Identifier
Objective
Title
Category
Key environment
conditions
V Phase
Identifier
Objective

Title
Category
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OBJ-BUBBLES-V1-VALP-03.0
Validate the impact of surveillance degradation, considering abnormal and
faulty conditions, in the CNS performance and conflict metrics.
Performance degradation assessment
<safety>
Nominal and abnormal conditions, Simulated scenarios (including Controlled
and Uncontrolled airspaces, Rural and Urban areas)
V2
OBJ-BUBBLES-V1-VALP-04.0
Validate the performance-based separation concept developed in the
BUBBLES ConOps through real-time simulations.
BUBBLES Performance-based separation simulation
<safety>, <capacity>
Nominal and abnormal conditions, Simulated scenarios (including Controlled
and Uncontrolled airspaces, Rural and Urban areas)
V2
OBJ-BUBBLES-V1-VALP-05.0
Validate the operational feasibility and acceptability of U-space services
simulated in BUBBLES mock-up II and their impact on human performances in
test-flights performed in relevant scenarios under nominal and abnormal
conditions.
Test-flights II
<safety>, <operational feasibility>, <human performance>, <acceptability>
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Key environment
conditions
V Phase

Nominal and abnormal conditions, Uncontrolled airspaces in Rural
environment.
V2
Table 5. General Validation Objectives for Validation Phase II

Validation Objective #3 has been split into the following four sub-objectives:
Identifier
Objective
Title
Category
Key environment
conditions
V Phase
CRT-BUBBLES-V1VALP-03.1-001

Identifier
Objective
Title
Category
Key environment
conditions
V Phase
CRT-BUBBLES-V1VALP-03.2-001
Identifier
Objective
Title
Category
Key environment
conditions
V Phase
CRT-BUBBLES-V1VALP-03.3-001

Identifier
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OBJ-BUBBLES-V1-VALP-03.1
Evaluation of the throughput KPIs for the communications platform, for
nominal and abnormal conditions.
Throughput KPIs for the communications platform
<safety>
Nominal and abnormal conditions
V2
Success Criterion
The throughput under nominal conditions allows for support telemetry
sources, accordingly with a predefined threshold, on the simplest
communications system topology (1 core and 1 edge broker). For abnormal
conditions, individual telemetry links should perform adequately within
established packet loss and delay boundaries.
OBJ-BUBBLES-V1-VALP-03.2
Evaluation of the scalability of the communications platform, for nominal
conditions.
Scalability of the communications platform
<safety>, <capacity>
Nominal conditions
V2
Success Criterion
The throughput improvement under nominal conditions allows to
demonstrate the benefits of added replication in terms of overall capacity.
OBJ-BUBBLES-V1-VALP-03.3
Evaluation of the end-to-end and UAV-to-edge latency for the
communications platform, in nominal and abnormal conditions.
UAV-to-edge latency for the communications platform
<safety>, <capacity>
Nominal and abnormal conditions
V2
Success Criterion
The latency overhead under nominal conditions should allow to support
telemetry sources, both for UAV-to edge and UAV-to-core tests, accordingly
with a predefined threshold, on the simplest communications system
topology (1 core and 1 edge broker). For abnormal conditions, individual
telemetry links should perform adequately within established packet loss and
delay boundaries.
OBJ-BUBBLES-V1-VALP-03.4
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Objective
Title
Category
Key environment
conditions
V Phase
CRT-BUBBLES-V1VALP-03.4-001

Validation of the impact of GPS accidental failures and GPS Spoofing attacks in
the surveillance performance monitoring service and conflict rate metrics.
Surveillance performance monitoring service and conflict rate
<safety>
Nominal and nonnominal conditions
V2
Success Criterion
The number of conflicts generated as a consequence of faults/failures/threats
injected is lower than a predefined threshold. Also, the impact of
faults/failures/threats injected on aeronautical surveillance
service is less than a predefined threshold.

Table 6: Validation Objectives and Success Criterion Exercise #03

Validation Objective #4 has been split into the following two sub-objectives:
Identifier
Objective

Title
Category
Key environment
conditions
V Phase
Identifier
CRT-BUBBLES-V1VALP-04.1-001
Identifier
Objective
Title
Category
Key environment
conditions
V Phase
Identifier
CRT-BUBBLES-V1VALP-04.2-001

OBJ-BUBBLES-V1-VALP-04.1
Validate through real-time simulations the theoretical effectiveness of the
mitigation barrier of the separation provision, through the parameter defined
as Risk Ratio, as a function of a series of requirements applicable to systems
(SPR-INTEROP) and humans and of the separation distances.
Separation provision barrier effectiveness
<safety>, <capacity>
Nominal and abnormal conditions, Simulated scenarios (including Controlled
and Uncontrolled airspaces, Rural and Urban areas).
V2
Success Criterion
The Risk Ratios (RRs) for tactical deconfliction obtained in simulations are
similar to the theoretical RRs.
OBJ-BUBBLES-V1-VALP-04.2
Test the effectiveness of a horizontal, layer-based structure for the U-space
airspace, when combined with vertical manoeuvres for tactical deconfliction.
Effectiveness of the layered airspace
<safety>, <capacity>
Nominal and abnormal conditions, Simulated scenarios (including Controlled
and Uncontrolled airspaces, Rural and Urban areas).
V2
Success Criterion
The number of conflicts generated as a consequence of the resolution of
another conflict should be much lower when a layered airspace structure is
used.

Table 7. Validation Objectives and Success Criterion Exercise #04

Validation Objective #5 has also been split into 5 different sub-objectives:
Identifier
Objective
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OBJ-BUBBLES-V1-VALP-05.1
Testing the BUBBLES Separation Management Environment (SME), the
integration of the components and their proper functioning, supporting a larger
number of drones.
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Title
Category
Key environment
conditions
V Phase
Identifier
CRT-BUBBLES-V1VALP-05.1-001
CRT-BUBBLES-V1VALP-05.1-002
Identifier
Objective
Title
Category
Key environment
conditions
V Phase
Identifier
CRT-BUBBLES-V1VALP-05.2-001
CRT-BUBBLES-V1VALP-05.2-002
Identifier
Objective
Title
Category
Key environment
conditions
V Phase
Identifier
CRT-BUBBLES-V1VALP-05.3-001
CRT-BUBBLES-V1VALP-05.3-002
Identifier
Objective
Title
Category
Key environment
conditions
V Phase
Identifier
CRT-BUBBLES-V1VALP-05.4-001
Identifier
Objective
Page I 27

Platform’s integration
<safety>, <operational feasibility>
Nominal and abnormal conditions, Uncontrolled airspaces in Rural
environment.
V2
Success Criterion
The BUBBLES SME platform timely detects almost all the conflicts and issue the
appropriate alerts to pilots to solve them.
Acceptable percentage of the detected conflicts that are correctly classified
according to their severity.
OBJ-BUBBLES-V1-VALP-05.2
Ensure that when performance of CNS services degrades, the separation
minima are updated accordingly.
Correct updating of separation minima
<safety>, <operational feasibility>
Nominal and abnormal conditions, Uncontrolled airspaces in Rural
environment.
V2
Success Criterion
The BUBBLES SME platform must change the separation minima appropriately
when there is a degradation of the CNS performance.
The BUBBLES SME platform shall detect the conflicts at the appropriate
distance to the situation.
OBJ-BUBBLES-V1-VALP-05.3
To check the difference between layered and non-layered structured airspace.
Layered airspace test
<safety>, <operational feasibility>
Nominal and abnormal conditions, Uncontrolled airspaces in Rural
environment.
V2
Success Criterion
Number of new conflicts generated by trying to solve a previous one is lower
in a layered airspace.
Solve conflicts in a layered airspace should be easier than in a non-layered
airspace, so the duration of conflicts should be shorter.
OBJ-BUBBLES-V1-VALP-05.4
Check the ease of use of the BUBBLES SME through questionnaires.
Ease of use of the UTM platform.
<human performance>, <acceptability>
Nominal and abnormal conditions, Uncontrolled airspaces in Rural
environment.
V2
Success Criterion
Pilots should get acquainted with the functioning of the BUBBLES SME
platform and give positive feedback.
OBJ-BUBBLES-V1-VALP-05.5
Receive feedback from pilots on their experiences in using the BUBBLES SME
and their needs for U-space services or improvements of existing ones.
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Title
Category
Key environment
conditions
V Phase
Identifier
CRT-BUBBLES-V1VALP-05.5-001
Identifier
Objective

Questionnaires for pilot’s feedback.
<operational feasibility>, <human performance>, <acceptability>
Nominal and abnormal conditions, Uncontrolled airspaces in Rural
environment.
V2
Success Criterion
Pilots must fill a survey after each mission with their views and comments
about the U-space services provided and another needs.
OBJ-BUBBLES-V1-VALP-05.6
To evaluate the impact of injecting communication failures affecting the
network conditions (with impact in the message rate) and to check the
operation status of the CPM tool regarding its detection capability under
nominal and abnormal conditions.

Title
Category
Key environment
conditions
V Phase
Identifier
CRT-BUBBLES-V1VALP-05.6-001
CRT-BUBBLES-V1VALP-05.6-002

Communication failures impact
<operational feasibility>, <safety>
Nominal and abnormal conditions, Uncontrolled airspaces in Rural
environment.
V2
Success Criterion
Under nominal conditions, the message rate complies with the established
threshold of 1 message per second.
The CPM tool capability should correctly detect failures.
Table 8. Validation Objectives and Success Criterion

The only change to the validation objectives and success criteria is that an additional one is added to
exercise 4. For more details, see document D5.1 CVALP [1].

3.2.3 Validation Assumptions
The following tables shows the BUBBLES Validation Assumptions for both Validation Phases. The first
number of the identifiers corresponds to the number of the validation exercise. Assumptions #0 are
those that apply to all validation exercises.
Identif
ier

Title

A#01

No
manned The scenarios only include
aircraft
UAS. The traffic mix is
different from the expected
traffic mix in normal
operations for scenario 1
(only scenario where manned
aircraft could enter U-Space,
according to IR 2021/664).
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Description

Justification

Impact on
Assessment

According to IR 2021/664, Medium
dynamic
airspace
reconfiguration must be
used to segregate traffic
provided with ATC service
and U-Space.
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A#02

Only UAS-UAS The tools will only consider No manned aircraft or Low
conflicts
conflicts between UAS.
obstacles are considered
in this validation phase.

A#03

Only
Multi- The tools will only process
Rotor UAS are data from Multi-Rotor UAS.
used
in
simulations

Current limitation of a Low
tool to be used in the
validations, which is not
able to simulate Flight
Plans of fixed-wing UAS.

A#04

Digital
Elevation
Model
Valencia

Information comes from a Medium
reliable source (Instituto
Geográfico Nacional from
Spain).

A#05

Simple
simulated
trajectories

Simulations
will
be
performed in Valencia, so the
of digital elevation model of this
area provided by IGN will be
used.
Trajectories generated for
the simulated tool are quite
simple
(rectilinear
and
horizontal)

Previous literature has Low
found
out
conflict
frequency
is
barely
affected by the use of
simple trajectories.

Table 9. General Validation Assumptions

Identif
ier
A#11

Title

A#12

Stationary
randomness

Distributions of random Stationary
random Very high
variables
unchanged processes are needed for
unbiased evaluation.
between train and test.

A#13

Representativ
e data sets

Generation of representative Data
must
be High
data sets.
representative of the use
case under analysis,
sampling
the
data input space
according
to
a real distribution.

A#14

Sufficient size The data set should contain a Too few samples may lead High
of the data set sufficient
number to underfitting of the
of samples.
models.

A#21

U-Space
availability
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Train-test
independency

Description

Impact on
Assessment
Test
data have
to be Train-test independency Very high
independent from training is necessary to guarantee
data.
unbiased evaluation.

The environment where
operations will be performed
does not correspond to an
actual U-Space airspace.

Justification

Currently there is no U- Low
Space airspace, so all
provided services will be
simulated.
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A#22

Induced
conflicts

Tactical conflicts will be Spontaneous
conflicts Low
induced artificially.
would require more time
and aircraft.

A#23

Operator
awareness

Operators are aware of Operations are planned Medium
conflicts before they happen, with induced conflicts.
so operator response time
may not correspond to
natural response times.

A#24

Operational
constraints

Operations will be performed The traffic mix is different Medium
in Open category or in from the expected traffic
mix in normal operations.
Specific category SAIL I-II.
BVLOS operations are
restricted. Procedures to
authorize
Specific
operations with SAIL
higher than II are being
developed.

A#25

No
manned The scenarios only include According to IR 2021/664, Medium
aircraft
UAS.
dynamic
airspace
reconfiguration must be
used to segregate traffic
provided with ATC service
and U-space.

A#26

Automation
mode 1-U

According
to
BUBBLES
concept described in D2.1 [2],
the automation mode used in
test flights will be 1-U.

The USSP, via tactical Very low
conflict resolution service,
is in charge of conflict
detection, and it shall
communicate the tactical
conflict situation to the
RPIC, who is in charge of
proposing the solution
and implementing it.

A#27

Separation
method:
vertical
manoeuvres

According
to
BUBBLES
concept described in D2.1 [2],
the separation method used
in test flights will be vertical
manoeuvres.

For safe and organized Very low
operations, all drones will
solve conflicts through
vertical manoeuvres, in
order to avoid unexpected
conflicts
as
traffic
information will not be
available at the pilots'
controllers.

Table 10. Validation Assumptions for Exercises #01 and #02 (Validation Phase I)

Page I 30

VALIDATION REPORT (VALR)

Identif
ier
A#31

Title

A#32

Tactical
conflict
resolution
service is not
available in the
experiment
platform

The effects of faults/failures
and abnormal conditions
may result in conflicts
without

A#33

Waypoints
must
be
separated by
less than 2 Km.

The definition of the This is a limitation of the Very low
scenarios should assure that PX4 version currently
waypoints of the Flight Plans being used.
are not separated by more
than 2 Km.

A#41

Separation
method:
vertical
manoeuvres

According
to
BUBBLES
concept described in D2.1 [2],
the separation method used
in the simulations for tactical
deconfliction will be vertical
manoeuvres.

To simplify the simulator, Very low
all drones will solve
tactical conflicts through
vertical manoeuvres.

A#42

Narrow
conflict
horizon

The conflicts are solved in a
pair-wise approach, without
considering the surrounding
traffic, according to the
narrow conflict horizon
defined by the BUBBLES
concept.

To simplify the simulator Low
and
the
time
of
computation, no checks
regarding
proposed
separation manoeuvres
and the probability of
generation of new tactical
conflicts are performed.

A#43

Simple
trajectories

Trajectories flown by aircraft
will be rectilinear and
horizontal (except when
performing
tactical
manoeuvres).

Previous
sensitivity Low
studies have shown that
conflict frequencies are
barely affected if simpler
trajectories are used.
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Strategic
conflict
resolution
available

Description

Justification

Impact on
Assessment
Strategic conflict resolution To assure that reference High
assures no conflicts in experiments (with no
is nominal conditions.
injected
faults
or
abnormal conditions) do
not experience conflicts.
To focus the evaluation on High
the
impact
of
faults/failures
and
abnormal condition into
the conflict rate. The
having
tactical
conflict effectiveness of tactical
resolution in the experiment conflict resolution and
platform.
mitigation
measures is not included
in the evaluation.

VALIDATION REPORT (VALR)

A#51

U-Space
availability

A#52

No strategic No flight authorisation The generation of tactical Low
deconfliction
service will be provided
conflicts with strategically
deconflicted traffic would
require more time and
experienced pilots.

A#53

Operational
constraints

A#54

No
manned The scenarios only include Adding manned aircraft Medium
aircraft
UAS.
greatly increases the
complexity and risk of
operations.

A#55

Automation
mode 1-U

According
to
BUBBLES
concept described in D2.1 [2],
the automation mode used in
test flights will be 1-U.

The USSP, via tactical Very low
conflict resolution service,
is in charge of conflict
detection, and it shall
communicate the tactical
conflict situation to the
RPIC, who is in charge of
proposing the solution
and implementing it.

A#56

Separation
method:
vertical
manoeuvres

According
to
BUBBLES
concept described in D2.1 [2],
the separation method used
in test flights will be vertical
manoeuvres.

For safe and organised Very low
operations, all drones will
solve conflicts through
vertical manoeuvres, in
order to avoid unexpected
conflicts
as
traffic
information will not be
available at the pilots'
control units.

A#57

Unique
CNS All the scenario (operational To avoid introducing an Low
performance
volume) has the same CNS increase
in
the
performance.
computation time, the
CNS
performance
degradation is assumed to
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Operations
are
not Currently there is no Low
performed in actual U-Space defined U-Space airspace,
airspace.
so all provided services
will be simulated.

Operations will be performed
in Open category or in
Specific category SAIL I-II
under national standard
scenarios (STS-ES).

Procedures to authorise Low
Specific operations with
SAIL higher than II are
being developed, causing
operational
authorisations to require
excessive workload and
time.
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be the same in all the
operational volume.
A#58

Narrow
conflict
horizon

The conflicts are solved in a
pair-wise approach, without
considering the surrounding
traffic, according to the
narrow conflict horizon
defined by the BUBBLES
concept.

It is expected that a Low
human pilot, without
dedicated
HMI
and
detailed
traffic
information, will not be
able to formulate a
solution with a conflict
horizon
other
than
narrow. Hence, during the
validation exercise only
the
narrow
conflict
horizon will be tested.

A#59

HMI
only
shows
the
most critical
active conflict

In
case
of
multiple
simultaneous conflicts, the
HMI is only able to display the
most critical conflict and will
therefore be the one to be
solved by the pilot.

The scenario used for the Low
validation
exercise
features a low density of
aircraft in which the
occurence of multiple
simultaneous conflicts is
rare. To minimize its
impact on risk, the most
prioritary conflict will be
the one shown to the
pilot.

Table 11. Validation Assumptions for Exercises #03, #04 and #05 (Validation Phase II)

3.2.4 Validation Exercises List
Each Validation Objective is addressed by a Validation Exercise. For each validation exercise, the
following table have been filled.
Identifier

EXE-BUBBLES-V1-VALP-001

Title

Validation of the Target Level of Safety achievable through the
provision by the U-space of pair-wise separation minima to Unmanned
Air Systems.

Description

Real time simulations in U-3 scenarios are run covering a variety of
missions and traffic density levels applying specific pair-wise separation
minima and methods identified using the algorithms developed by
BUBBLES in WP4.
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The objective is to compute the Conflict Rate and to compare it with
the Conflict Rate used to derive the separation minima and methods in
order to validate the algorithms developed in WP4.
Expected Achievements

To obtain Conflict Rates consistent with the target values used to
determine pair-wise separation minima and methods using the
algorithms developed in WP4.

V Phase

V1

Use Cases

Scenarios 1, 2 and 3 from the SPR-INTEROP/OSED

Validation Technique

Real time simulation, intercomparison exercise.

Start Date

June 2021

End Date

October 2021

Validation Coordinator

Indra

Validation Platform

• INDRA-SIM UTM platform mode 1.
• BB-Planer tool prototype version 001.
• BUBBLES-AI tool prototype version 001.
Madrid, Valencia, and Rome

Validation Location
Dependencies

Algorithm to define separation minima and methods developed in
WP4.

Identifier

EXE-BUBBLES-V1-VALP-002

Title

Validation of the operational feasibility and acceptability of U-space
services.

Description

Execution of test-flights in a representative environment airspace (test
sites). Different U-3 operations are considered in nominal conditions.
The objective is to validate the operational feasibility and acceptability
of U-space services included in BUBBLES mock-up and their impact on
human performances. An elementary Human Performance (HP)
assessment is performed using questionnaires.

Expected Achievements

To detect and solve potential conflicts through the use of the UTM
Indra’s platform and to receive feedback from pilots.

V Phase

V1

Use Cases

Scenarios 1 and 2 from the SPR-INTEROP/OSED

Validation Technique

Test flights

Start Date

June 2021
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End Date

October 2021

Validation Coordinator

UPV

Validation Platform

INDRA-SIM UTM platform mode 2.

Validation Location

Valencia

Dependencies

Algorithm to define separation minima and methods developed in
WP4.
Test flights and documentation organization.
Table 12. Validation Exercises layout for Phase I

Identifier

EXE-BUBBLES-V2-VALP-003

Title

Validation of the degradation impact on CNS performance

Description

This exercise uses real-time simulation tools. Different non-nominal
and faulty conditions are simulated by injecting communication and
positioning errors, as well as system induced errors, to validate their
impact in U-space CNS performance.

Expected Achievements

To assess the effect of non-nominal and faulty conditions on the
separation provision.

V Phase

V2

Use Cases

Scenarios 1, 2 and 3 from the SPR-INTEROP/OSED

Validation Technique

Real time simulation

Start Date

November 2021

End Date

March 2022

Validation Coordinator

UC

Validation Platform

•
•

Validation Location
Dependencies
Identifier
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BUBBLES Simulation environment 001.
BUBBLES Communications impairment and shaping (COMMIS) tool
001.
• BUBBLES Surveillance Performance Monitoring tool (SPM) version
001.
• BB-Planer-Conflict toolbox tool prototype version 001.
Coimbra
Algorithm to define separation minima and methods developed in
WP4.
EXE-BUBBLES-V2-VALP-004
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Title

V Phase

Validation of BUBBLES ConOps through real time simulations in
simulated scenarios.
Real time simulations in U-3 scenarios are run covering a variety of
missions and traffic density applying specific pair-wise separation
minima. Strategic and Tactical processes are included in the simulation
tool to evaluate the performance-based separation model proposed in
the ConOps.
Compare simulation results with the theoretical effectiveness of the
Separation Provision mitigation barrier through the Risk Ratio, and the
effectiveness of the layered airspace structure through the conflict
ratio.
V2

Use Cases

Scenarios 1, 2 and 3 from the SPR-INTEROP/OSED

Validation Technique

Real time simulation

Start Date

March 2022

End Date

April 2022

Validation Coordinator

UPV

Validation Platform

BB-Planer tool prototype version 002.

Validation Location

Valencia

Dependencies

Recalculation of separation minima values and development of a new
component for BB-Planner.
EXE-BUBBLES-V2-VALP-005

Description

Expected Achievements

Identifier
Title
Description

Expected Achievements

Validation of the operational feasibility and acceptability of U-space
services with large number of simultaneous UAS.
Validation of the operational feasibility and acceptability of U-space
services simulated in BUBBLES mock-up and their impact on human
performances, in scenarios where several simultaneous aircraft
operate. An elementary Human Performance (HP) assessment will be
performed using questionnaires.
This exercise will use test-flights, involving larger number of UAS than
in Phase I, in a representative environment airspace (test sites).
Different U-3 operations will be considered in nominal and abnormal
conditions. CNS monitoring/alerting will be used.
To detect and solve potential conflicts. To receive feedback from pilots.
Check how the separation minima adapt to the environment according
to the CNS performance conditions.

V Phase

V2

Use Cases

Scenario 1 from the SPR-INTEROP/OSED
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Validation Technique

Test flights

Start Date

March 2022

End Date

April 2022

Validation Coordinator

UPV

Validation Platform

BUBBLES Separation Management Environment (SME) platform version
001.

Validation Location

Valencia

Dependencies

Recalculation of separation minima values. Test flights and
documentation organization. Connection between the drones and the
SME platform.
Table 13: Validation Exercises layout for Phase II

3.3 Deviations with respect to the Validation Plan
3.3.1 Validation Exercise #01
No deviations.

3.3.2 Validation Exercise #02
Use-cases 2.3 and 2.4 were delay a couple of months due to bad weather conditions and were finally
performed the 20th and 22nd of December 2021. Finally, the test-flights I campaign were conducted the
following green days:
L

M

4 5
11 12
18 19
25 26

OCTOBER 2021
X
J
V
1
6 7 8
13 14 15
20 21 22
27 28 29

S
2
9
16
23
30

D
3
10
17
24
31

DECEMBER 2021
L M X
J
V S D
1 2 3 4 5
6 7 8 9 10 11 12
13 14 15 16 17 18 19
20 21 22 23 24 25 26
27 28 29 30 31

Figure 3. Flight tests I calendar

3.3.3 Validation Exercise #03
Exercise#03 have been delayed until February 2022 due to unexpected issues with the computation
times to simulate the trajectories in Simulation Environment platform (SE001).
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3.3.4 Validation Exercise #04
In this validation exercise there have been several deviations from the Validation Plan.
On the one hand, only one scenario has finally been considered due to large computational times. In
order to be representative and in line with the studies carried out for the D2.1 BUBBLES concept
formulation [2], the urban scenario (called scenario 3 in the VALP) with medium traffic density but with
little certified traffic has been used. Next, the Traffic Mix and the Traffic characteristics used in the
simulations are shown.
Traffic Class

A1

Scenario 3 –
Urban

Traffic Class
A1
A2
A3
SAIL I-II
SAIL III-IV
SAIL V-VI
No pass.
Pass.

4.00%

Open
A2
5.00%

Specific
SAIL I-II SAIL III-IV SAIL V-VI

A3

2.00% 12.00%

46.00%

Certified
No pass.
Pass.

30.00%

0.80%

0.20%

Table 14. Traffic Mix

Cruise
Sp.(m/s)
5.00
5.00
10.00
12.00
14.00
15.00
25.00
25.00

RoC
(m/s)
4.00
4.00
4.00
4.00
5.00
5.00
5.00
3.00

RoD
(m/s)
3.00
3.00
3.00
3.00
4.00
4.00
4.00
2.00

Size _h
(m)
0.50
1.00
2.00
1.00
2.00
2.00
4.00
5.00

Size _v
(m)
0.25
0.50
1.00
0.50
1.00
1.00
2.00
2.50

People
impacted
0.0100
0.0010
0.0001
0.0100
0.1000
0.1000
1.0000
5.0000

Table 15. Traffic Performance and Impact Lethality

Lethal
injuries
1%
10%
100%
10%
10%
100%
100%
100%

Fatalities
impact
1.0E-04
1.0E-04
1.0E-04
1.0E-03
1.0E-02
1.0E-01
1.0E+00
5.0E+00

Then, the Navigation System Error and the Flight Technical Error used are shown.
NSE_H (2σ) NSE_V (2σ) FTE_H (2σ) FTE_V (2 σ) TSE_H (σ)
3

3.5

3

1

2.12

TSE_V (σ)

SSE_H (σ)

SSE_V (σ)

1.82

2

1

Table 16. CNS Performance Errors

On the other hand, the number of drones flying randomly in an area of 25km2 has been reduced from
250 to 2, 5 and 10, depending on the validation objective. To justify the drastic change in the number
of drones, two simulations have been launched, one with 250 UAS and the other with 2 UAS and more
FH. The results of the conflict frequencies obtained, and the computation time required in each case
were compared.
N UAS

Flight time
x UAS (s)

Mean F
MAC

Mean F
NMAC

Mean F
Inm Coll

Mean F
Threat

250
2

3600
36000000

0.00019
0.00020

0.00745
0.00751

0.21705
0.21354

1.14774
1.11807

Avg.
Mean F
processing
Intruder
time (s)
6.19967 5,572.18
6.00897 2,028.34

Average

0.000195

0.00748

0.21529

1.13290

Abs difference

1.04E-05

5.62E-05

3.52E-03

2.97E-02 1.91E-01
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Standard Deviation

7.38E-06

3.97E-05

2.49E-03

2.10E-02 1.35E-01

Standard Error

5.22E-06

2.81E-05

1.76E-03

1.48E-02 9.54E-02

Table 17. Comparison of computation results for 250 and 2 UAS

As can be seen, the deviation in the results of conflict frequencies is insignificant, on the other hand,
the time is significantly reduced (around 60% less computation time). Thus, the number of UAS has
been reduced to 2 for the first objective and 5 and 10 for the second objective, increasing the flight
time to achieve the same quality of results.
For each of the validation objectives of this exercise, different simulations, i.e. different sub-exercises,
have been performed. For each sub-exercise, a total of 20 Monte Carlo simulations with a timestep of
0.05 sec have been executed. As a result, the maximum achievable resolution when computing the
frequency parameters of separation events is 5x10-6.
The above-mentioned parameters are common, the rest of the details for each sub-exercise are
detailed below.

3.3.4.1 Simulations for OBJ-4.1-V1-VALP-001
For this objective, 8 simulations have been performed to evaluate the effectiveness of tactical
deconfliction processes when the distance (and thus, time) threshold for the trigger of tactical conflicts
is modified. These 8 scenarios have been divided in 2 sets of 4 simulations. The first simulation of each
set is the reference case without tactical deconfliction, while the other 3 represent scenarios where
tactical deconfliction is applied, with varied levels of separation. In this exercise, as the airspace
structure is not assessed, no flight layers have been considered. The following table shows the main
parameters of the performed simulations:
Simulation
Strategic
no.
deconfliction

Tactical
deconfliction

1

No

No

Airspace
Structure
No

2

No

Yes (2σ)

No

3

No

Yes (1σ)

No

4

No

Yes (0σ)

No

5

Yes

No

No

6

Yes

Yes (2σ)

No

7

Yes

Yes (1σ)

No

8

Yes

Yes (0σ)

No

Table 18. Exercise #04.1 simulations plan

The shown values of sigma represent the amount of standard deviations considered when computing
the T4 parameter of the separation minima, and, as a result, the thresholds considered for tactical
conflicts. T4 is defined as the time allocated for the separation provision barrier to detect the imminent
collision, communicate with the involved agents (pilot/USSPs), issue a separation manoeuvre and start
its execution (whether automatic or with the involvement of a pilot). The T4 parameter also includes
considerations regarding normal and abnormal conditions. Next, the delays considered in this process
are shown, depending on the confidence interval of T4.
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Communication & Processing delays for Tactical Deconfliction (TD) in
seconds (s)
Delay
Tracking
Pilot
param.
Tracking
Separator Separator Pilot
Total Total
std.
std.
avg.
avg.
std. dev. avg.
avg. std.dev.
dev.
dev.
TD with 2σ
2.4
2.2
1.8
1
3.62
3.48
7.82
4.24
TD with 1σ
2.4
2.2
1.8
1
3.62
3.48
7.82
4.24
TD with 0σ
2.4
2.2
1.8
1
3.62
3.48
7.82
4.24

Confidence for T4
T4

Confidence

16.29
12.06
7.82

0.977
0.841
0.500

Table 19. Delay Parameters depending on sigma values for Tactical Deconfliction Process

With all these parameters, the Separation Minima obtained for this simulation exercise are:
Traffic
Class
A1
A2
A3
SAIL I-II
SAIL III-IV
SAIL V-VI
No pass.
Passenger

Horizontal Separation Mínima (m)

MAC
0.25
0.50
1.00
0.50
1.00
1.00
2.00
2.50

NMAC
7.62
7.62
7.62
7.62
7.62
7.62
7.62
7.62

IC
35.33
35.33
58.79
68.18
72.30
76.62
119.79
146.12

SL
60.51
60.51
105.16
123.02
135.61
144.17
229.70
256.04

TC
163.64
163.64
311.42
370.53
410.90
439.11
721.28
815.01

MAC
0.125
0.25
0.50
0.25
0.50
0.50
1.00
1.25

Vertical Separation Mínima (m)
NMAC
2.29
2.29
2.29
2.29
2.29
2.29
2.29
2.29

IC
8.93
8.93
8.93
8.93
8.93
8.93
8.93
8.93

SL
15.16
15.16
15.16
15.16
15.16
15.16
15.16
15.16

TC
31.46
31.46
31.46
31.46
31.46
31.46
31.46
31.46

Table 20. Separation Minima for 2sigma

Traffic
Class
A1
A2
A3
SAIL I-II
SAIL III-IV
SAIL V-VI
No pass.
Passenger

Horizontal Separation Mínima (m)

MAC
0.25
0.50
1.00
0.50
1.00
1.00
2.00
2.50

NMAC
7.62
7.62
7.62
7.62
7.62
7.62
7.62
7.62

IC
35.33
35.33
58.79
68.18
72.30
76.62
119.79
146.12

SL
60.51
60.51
105.16
123.02
135.61
144.17
229.70
256.04

TC
142.46
142.46
269.05
319.69
351.58
375.56
615.36
709.09

MAC
0.125
0.25
0.50
0.25
0.50
0.50
1.00
1.25

Vertical Separation Mínima (m)
NMAC
2.29
2.29
2.29
2.29
2.29
2.29
2.29
2.29

IC
8.93
8.93
8.93
8.93
8.93
8.93
8.93
8.93

SL
15.16
15.16
15.16
15.16
15.16
15.16
15.16
15.16

TC
27.22
27.22
27.22
27.22
27.22
27.22
27.22
27.22

Table 21. Separation Minima for 1sigma

Traffic
Class
A1
A2
A3
SAIL I-II
SAIL III-IV
SAIL V-VI

Horizontal Separation Mínima (m)

MAC
0.25
0.50
1.00
0.50
1.00
1.00
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NMAC
7.62
7.62
7.62
7.62
7.62
7.62

IC
35.33
35.33
58.79
68.18
72.30
76.62

SL
60.51
60.51
105.16
123.02
135.61
144.17

TC
121.27
121.27
226.68
268.85
292.27
312.01

MAC
0.125
0.25
0.50
0.25
0.50
0.50

Vertical Separation Mínima (m)
NMAC
2.29
2.29
2.29
2.29
2.29
2.29

IC
8.93
8.93
8.93
8.93
8.93
8.93

SL
15.16
15.16
15.16
15.16
15.16
15.16

TC
22.98
22.98
22.98
22.98
22.98
22.98
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No pass.
Passenger

2.00
2.50

7.62
7.62

119.79
146.12

229.70
256.04

509.44
603.17

1.00
1.25

2.29
2.29

8.93
8.93

15.16
15.16

22.98
22.98

Table 22. Separation Minima for 0sigma

For each scenario, a total of 20 Monte Carlo simulations each consisting of 10.000 simulation hours,
with 2 aircraft, have been executed, for a total of 400.000 flight hours per scenario.

3.3.4.2 Simulations for OBJ-4.2-V1-VALP-001
For this objective, other 6 simulations have been performed to evaluate the effects on tactical
deconfliction when adding more aircraft to the scenarios and when a vertical airspace structure is used.
In this case, the 6 scenarios have been divided in 2 sets of 3 simulations, the first set with 5 UAS and
the second set with 10 UAS. The first simulation of each set is the reference case with free flight (no
flight layers), the second simulation of each set is with 2 flight layers and then, the last one with 4 flight
layers. The Flight Layers (FL) are arranged as follows: there is a reference height and width (vertical)
for each layer, and aircraft are located between the reference height and 75% of the width, leaving
some empty space between layers. The lower and upper flight limits have been set at 20m and 120m
respectively. In all cases, only Tactical Deconfliction is applied.
The following table shows the main parameters of the performed simulations:
Simulation Strategic
Tactical
Airspace
no.
deconfliction deconfliction
Structure
9
No
Yes
No
10
No
Yes
Layered – 2 FL
11
No
Yes
Layered – 4 FL
12
No
Yes
No
13
No
Yes
Layered – 2 FL
14
No
Yes
Layered – 4 FL

Nº UAS
5
5
5
10
10
10

Table 23. Exercise #04.2 simulations plan

Regarding the delay parameters, in these 6 simulations the 2sigma case has been considered (see Table
19) and therefore the applicable separation minima are those in Table 20.
For each scenario of the first set, a total of 20 Monte Carlo simulations each consisting of 2.000
simulation hours, with 5 aircraft, have been executed, for a total of 200.000 flight hours per scenario.
For each scenario of the second set, a total of 20 Monte Carlo simulations each consisting of 500
simulation hours, with 10 aircraft, have been executed, for a total of 100.000 flight hours per scenario.
Flight time has been reduced due to the high computational time as the number of UAS increases. Still,
the total number of FHs has been sought to ensure a good quality of the results.

3.3.4.3 Strategic deconfliction on BUBBLES
Rationale
According to [4], the UAS flight authorisation service is a strategic de-confliction tool that provides
authorisations to UAS operators for each individual flight. This service describes a 4D trajectory in tems
of height, length, width and time (x, y, z, t) and ensures that the trajectory does not intersect with a
no-fly zone or other trajectory. Following ICAO Doc 9997 [5], the authorisation of deviation thresholds
defines a volume containing the flight with a probability of 95%.
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In [6], the Strategic Conflict Detection is considered to compare Operational Intents to detect conflicts
and use them in flight planning or authorisation, although it does not explain how to solve it. Also in
[6], the operational intent is defined as the volume-based representation of the planned UAS flight.
Comprises a set of one or more contiguous or overlapping 4D volumes that defin the horizontal and
vertical bounds of airspace and the corresponding volume start and end times (see Figure 4). These 4D
volumes are constructed based on the performance of the UAS.

Figure 4. Trajectory-based operational intent (source: [6]).

The Operational Intent in [6] is classified as area-based or trajectory-based. For the simulations,
BUBBLES only considers the trajectory-based case (Figure 4), although thre process is also applicable
to area-based. An underlying assumption of trajectory-based operational intents or portions of
operational intents is that the desired flight path is generally along the centerline of the volumes.
Operational intent boundaries are constructed to buffer the intended operation, whether a path or a
volume, such that the aircraft stays within the operational intent boundary for, at least, a specified
percentage of the flight time and exits the volume sufficiently infrequently. An example of how to
construct and size operational intent boundaries is based on the Total System Error (TSE) of the UAS.
For a trajectory-based operational intent, the lateral dimensions are based on the TSE from the
centerline of the intended flight trajectory. The TSE is a combination of the Path Definition Error (PDE),
Flight Technical Error (FTE), and Navigation System Error (NSE), as can be seen in Figure 5. The vertical
dimensions of an operational intent can also be based on TSE.

Figure 5. Derivation of Total System Error (source: [6]).

The time component of an operational intent is a buffer applied to the entry and exit times of each
volume to ensure that the aircraft is contained in at least one volume with the specified performance.
The buffer should reflect errors that would result in timing inaccuracies, such as those caused by wind
uncertainty and departure time uncertainty, among other factors.
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The ASTM [6] suggest that the implementation of strategic conflict resolution must balance the
potential for false conflicts that can result from insufficiently granular operational intents with
unnecessary computation than can result from overly granular operational intents.
Process in BUBBLES CC toolbox
Based on the above, in the BUBBLES CC tool, each flight is defined by a 4D trajectory that crosses the
simulation volume and each time a new flight is created, its 4D volume is checked against the volumes
of existing flights.
The strategic conflict detection process consists on the following actions:
1. A simulation is run, comprising the time period between the start of the new flight and its end.
2. During this simulation, the 4D volumes of all active aircraft and the newly planned aircraft are
computed.
3. If there is overlap at any instant, the simulation stops and a conflict is declared.
4. When a conflict is detected, the flight is scraped and a new random one is proposed instead
(Note: no work in trying to solve, as it is out of the scope of BUBBLES). The process is repeated
until a new flight without conflicts is generated.
To create the 4D volumes, the following has been considered:
•
•

•

Each aircraft has an initial 4D point, speed and heading, which allows computation of the 4D
trajectory. This means, a series of points 𝑃𝑃(𝑥𝑥, 𝑦𝑦, 𝑧𝑧, 𝑡𝑡).
For spatial uncertainties, the process is based on the above references. BUBBLES considers the
TSE as the sum of NSE and FTE, and assumes PDE=0 (due to GNSS-based navigation). These
values will be used to calculate the 4D volume for a 95% threshold (2𝜎𝜎) and also for the
separation minima computation. The wind effect is considered as part of the FTE, as it is
assumed GNSS-based navigation.
For time uncertainties, a certain time window is defined (𝑇𝑇𝑇𝑇). For the ‘new’ flight, the takeoff window is larger to allow more margin, while for already active flights, the time window is
shorter (as it is assumed that there is a ‘contract update’ by means of which once the flight is
activated the associated time windows shrink as there is less uncertainty 1). In addition, it is
considered that the status is known at the beginning of the simulation, but that minor
temporal uncertainties can grow as the simulation time progresses. Hence, an additional
parameter that enlarges the temporal uncertainties as the simulation runs is used (although it
has only been tested with very small values).

1

This means operators should use various methods in flight, such as cruise speed control, to more accurately reach the target
time. This kind of measure was discussed in CORUS-XUAM 2nd workshop. Although this means the operator is more restricted,
it also means it is much easier for other operators to obtain a flight authorisation as desired, without it being rejected for
overlapping with existing flights.
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Figure 6. Capture of the strategic deconfliction model applied in BUBBLES CC toolbox.

To detect strategic conflicts, the first step is to compute the ‘active’ portions of the 4D volumes at each
simulation instant. The ‘active 4D volume’ represents the airspace volume in which the aircraft is
expected with 95% confidence at that precise instant. Given an instant 𝑇𝑇, the ‘active’ points are all
those which have a value in ther time coordinate of 𝑇𝑇 ± 𝑇𝑇𝑇𝑇.
In addition, to consider the ASTM suggestion about granularity and false positives, BUBBLES assumes
an additional uncertainty due to the simulation discontinuity due to non-infinitesimal timesteps, and
the ‘active’ points of the trajectory are all those with the time coordinate in the following interval:
∆𝑇𝑇

�𝑇𝑇 − 𝑇𝑇𝑇𝑇 −
, 𝑇𝑇 + 𝑇𝑇𝑇𝑇 +
2
trajectory form a line.

∆𝑇𝑇
2

�. Since the CC toolbox uses lineal trajectories, the ‘active’ points of the

The next step to detect strategic conflicts is to create a rectangular buffer around these points, using
the TSE (95%) for horizontal and vertical dimensions of the buffer. Since the CC toolbox uses lineal
trajectories, the ‘active’ 4D volume is now a parallelepiped, located around the ‘active’ line (similar to
the ASTM figure, but only with rectilinear segments). The total dimensions of the parallelepiped are:
•
•
•

Length: 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 · (2 · 𝑇𝑇𝑇𝑇 + ∆𝑇𝑇) + 2 · 𝑇𝑇𝑇𝑇𝐸𝐸ℎ (95%)

Width: 2 · 𝑇𝑇𝑇𝑇𝐸𝐸ℎ (95%)

Height: 2 · 𝑇𝑇𝑇𝑇𝐸𝐸𝑣𝑣 (95%)

This process is repeated for each aircraft, and additional computation is performed to detect if there
is any overlap between 4D volumes of different aircraft, in which case there is a strategic conflict.

3.3.5 Validation Exercise #05
With respect to exercise 5, there have been some deviations, which are commented below.
In exercise #05, flights are planned in a rural area of 15 km2 in Puçol and El Puig, villages in the north
of Valencia (Spain), which are in uncontrolled airspace.
The test-flights II campaign was conducted in April 2022:
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Figure 7. Flight tests II calendar

The final list of operators and drones that have participated is:
• Operator 1: WUAS-UPV, which uses the following UAS:
o DJI Mavic 2 Enterprise Zoom(x2): a small multirotor weighting less than 1.1 kg.
o DJI Matrice 300 RTK (x1): a medium-sized multirotor with 9 kg MTOW.
•

Operator 2: Local Police of Benidorm (PLB), with the following UAS:
o DJI Mavic 2 Enterprise Zoom (x1): a small multirotor weighting less than 1.1 kg.
o DJI Mavic 2 Enterprise Dual (x1): a small multirotor weighting less than 1.1 kg.

•

Operator 3: AsDrón Spain, with the following UAS:
o DJI Phantom 4 PRO (x1): a small multirotor weighting less than 1.4 kg.

•

Operator 4: UAV Works, with the following UAS:
o Valaq Patrol (x1): a fixed-wing UAS with 4.5 km MTOW. A drone with up to 60 minutes
endurance and 70 km range built by UAV Works.

•

Operator 5: Firefighters of Valencia, with the following UAS:
o DJI Mavic 2 Enterprise Advanced (x2): a small multirotor weighting less than 1kg.

•

Operator 6: Local Police of Valencia (PLV), with the following UAS:
o DJI Mavic 2 Enterprise Advanced (x2): a small multirotor weighting less than 1kg.
o DJI Mavic Enterprise Dual (x2): a small multirotor weighting less than 1kg.

•

Operator 7: ASD drones, with the following UAS.
o DJI Mavic 2 Enterprise Advanced (x1): a small multirotor weighting less than 1kg.

As can be seen, finally 14 drones of 7 operators participated in the test-flights. Only one non-DJI dron,
the Valaq patrol of UAV works, was able to integrate with the BUBBLES SME platform using a Python
code to receive telemetry data following a MAVLink protocol.
To execute this validation exercise, a series of representative missions have been defined in the
following table.
iD

Mission

Dron Operator

1

Railway inspection

2

Road Inspection

UPV
Local Police of
Valencia

3

Agricultural tasks
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UPV

Operational
Category
STS-ES-02
STS-ES-02
A3

Dron
DJI Matrice 300 RTK
DJI Mavic Enterprise
Dual
DJI Mavic Enterprise
Zoom
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4

Surveillance tasks

Local Police of
Valencia

A3

5

Transport between towns

UPV

STS-ES-02

6

Transport between
industrial parks

7

Beach surveillance

8

Precision agriculture

11

Surveillance of orchards
due to fire risk
Fire brigade action to
rescue a trapped animal
Precision agriculture

Local Police of
Valencia
Local Police of
Benidorm
Local Police of
Valencia
Firefighters of
Valencia
Firefighters of
Valencia
AsDrón Spain

12

Surveillance

13
14

9
10

A3

DJI Mavic Enterprise
Zoom
DJI Mavic Enterprise
Zoom
DJI Mavic Enterprise
Dual
DJI Mavic Enterprise
Zoom
DJI Mavic Enterprise
Zoom
DJI Mavic 2 Enterprise
Advanced
DJI Mavic 2 Enterprise
Advance
DJI Phantom 4 PRO

UAV works

A3

Valaq Patrol

Agricultural tasks

ASD drones

A3

Photogrammetry

Local Police of
Benidorm

A3

STS-ES-02
A3
STS-ES-02
STS-ES-02
STS-ES-02

DJI Mavic 2 Enterprise
Advanced
DJI Mavic 2 Enterprise
Advanced

Table 24: Missions to be conducted during the test-flights II.

Figure 8 shows the area where flights were performed, and the reference trajectories planned.

Figure 8. Operational volume and trajectories of test-flights II

For better representativeness, each mission was flown several times with different configurations, one
of them flying the reference trajectories (trajectories shown in Figure 8) and other ones with deviations
(changing their trajectories and causing conflicts or acting depending on their type of flight – VLOS or
BVLOS).
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In addition, in a first series of flights, the drones will fly without flight layers (FL), with free altitudes,
and in a second series of flights, different FLs will be assigned to each drone, depending on its traffic
class and mission. Moreover, at certain instants of time, the CNS performance were degraded to
simulate abnormal conditions. For further clarification, each of the tests that were carried out is
explained in more detail next.
•
•
•
•
•
•
•
•

Day 1 – Test 1: Flights with autopilot. Each drone was assigned a flight plan with a .kml on the
controller and flew at a certain altitude, so that all flight plans were strategically deconflicted.
Day 1 – Test 2: Manual flights following approximately the reference trajectory. Each drone
had its flight zone defined and the type of trajectory (linear, scan,...) that it should follow, as
well as its flight level (separated in 3 layers at 30, 70 and 110 m).
Day 1 – Test 3: Manual flights following approximately the reference trajectory. Each drone
had its flight zone defined and the type of trajectory (linear, scan,...) that it should follow. In
this case, they were all located in the same flight layer between 65 and 75m altitude.
Day 1 – Test 4: Manual flights following approximately the reference trajectory. Each drone
had its flight zone defined and the type of trajectory (linear, scan,...) that it should follow. In
this case, flight levels were completely free.
Day 2 – Test 1: Same as test 2 of the previous day. Test to collect more data and have a more
representative sample.
Day 2 – Test 2: Same as test 3 of the previous day. Test to collect more data and have a more
representative sample.
Day 2 – Test 3: Same as test 4 of the previous day. Test to collect more data and have a more
representative sample. NOTE: Test cancelled due to the rain.
Day 2 – Test 4: Manual flights following approximately the reference trajectory. Each drone
had its flight zone defined and the type of trajectory (linear, scan,...) that it should follow. The
Flight Layers were the same than in Test 1 and 2 of the previous day, so they were separated
in 3 layers. The VLOS deactivate the UTM alerts of the commands and the BVLOS are the only
ones to whom the service is provided, and therefore the ones in charge of resolving conflicts.
NOTE: Tests cancelled due to the rain.

In all cases, pilots always had to solve conflicts by vertical manoeuvres.
The reference Separation Minima applicable to this exercise is the following:
HORIZONTAL Separation Minima (m)
A1
A2
A3
SAIL I-II
SAIL III-IV
SAIL V-VI
No pass.
Passenger

MAC

NMAC

IC / CA

Loss Sep

TC

0.25
0.5
1
0.5
1
1
2
2.5

7.62
7.62
7.62
7.62
7.62
7.62
7.62
7.62

35.33
35.33
58.79
68.18
72.30
76.62
119.79
146.12

54.73
54.73
95.59
111.94
123.02
130.82
208.79
235.12

145.44
145.44
277.01
329.64
366.52
391.72
643.62
722.34

VERTICAL Separation Minima (m)
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A1
A2
A3
SAIL I-II
SAIL III-IV
SAIL V-VI
No pass.
Passenger

MAC

NMAC

IC / CA

Loss Sep

TC

0.125
0.25
0.5
0.25
0.5
0.5
1
1.25

2.286
2.286
2.286
2.286
2.286
2.286
2.286
2.286

8.176
8.176
8.176
8.176
8.176
8.176
8.176
8.176

11.786
11.786
11.786
11.786
11.786
11.786
11.786
11.786

22.867
22.867
22.867
22.867
22.867
22.867
22.867
22.867

Table 25. Separation Minima for test-flights II

These separations have been recalculated in real time depending on the CNS performance
degradation.
Moreover, an additional Validation sub-objective has been added:
•

Validation sub-objective #5.6.

During the flight tests, the BUBBLES SME platform tracker provided a message stream via the MQTT
protocol, which received by the pilot via the utm_tracks topic, subscribed by a pilot-side application
(read BUBBLES D5.1 CVALP [1] for more information about the flight tests set-up).
The main goal of this experiment, conducted for validation sub-objective #5.6, was to inject network
failures affecting the utm_tracks topic data stream, verifying both its impacts, as well as the operation
status of the Communications Performance Monitoring (CPM) tool regarding its detection capability.
Identifier
Objective

OBJ-BUBBLES-V1-VALP-05.6
To evaluate the impact of injecting communication failures affecting the
network conditions (with impact in the message rate) and to check the
operation status of the CPM tool regarding its detection capability under
nominal and abnormal conditions.

Title
Category
Key environment
conditions
V Phase
Identifier
CRT-BUBBLES-V1VALP-05.6-001
CRT-BUBBLES-V1VALP-05.6-002

Communication failures impact
<operational feasibility>, <safety>
Nominal and abnormal conditions, Uncontrolled airspaces in Rural
environment.
V2
Success Criterion
Under nominal conditions, the message rate complies with the established
threshold of 1 message per second.
The CPM tool capability should correctly detect failures.
Table 26. New Validation Objective for Exercise #05

Explanation of the CPM Tool used in Validation Objective #5.6:
The CPM (Communications Performance Monitoring) instrumentation takes care of monitoring the
messages that are transmitted back to the pilot and, to evaluate if the network is having noticeable
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issues. Its purpose is to provide the means to alert the pilot about exiting issues with the
communication link.
To accommodate different sending message transmission rates, the tool allows for configuration of a
certain number of parameters, namely: the timestep between evaluations (in seconds); the tolerance
regarding expected rates until a warning is triggered; and the expected transmission rate (in
messages/second). In simple terms, this tool analyses the number of messages received in the time
specified and if the rate is lower than the expected one x consecutive times - being x greater than the
tolerance number, the warning is triggered. In terms of recuperation of nominal conditions, the tool
must observe consecutively the expected rate in the same number as the tolerance.
In the scope of the validation flights, and for the specific case of the pilot link, the CPM tool provides
the means to monitor the communications feed sent from the U-Trac tracker to the pilot, in such a
way that it can detect disturbance introduced by the Network Emulator and its associated
management agent, which is used for experimental integration (described in Deliverables D7.1 [7] and
D7.2 [8]). The specific integration details are depicted in the next figure.

Figure 9. Experimental setup architecture for VO #5.6

In the scope of this experiment, the CPM tool was also complemented by a MQTT broker monitor (see
next Figure), which provided the means to monitor both the broker reachability and latency for all the
IP instances associated to the cloud service. This component provides outputs via text log files,
formatted to easy its integration in the analysis toolchain and workflow.

Figure 10. MQTT broker monitor example

For each IP address associated to the MQTT broker tenant instance, the MQTTLogger tool (which was
specifically developed to assist in this experimental effort) provided continuous monitoring, which was
later used to validate the integrity of the results obtained during the validation flights.
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4 BUBBLES Validation Results
4.1 Summary of the Validation Results
Validation
Exercise ID

Validation
Objective ID

Validation
Objective Title

VO Ex#1.1

Success Criteria

CRT-BUBBLESV1-VALP-01.1001

The mean error in the number of OK
conflicts in the chaotic scenarios
The error in the number of conflicts is very
is 7,66%, which is under the
good.
threshold of 20% to consider it a
very good result.

CRT-BUBBLESV1-VALP-01.1002

The mean error in the frequency OK
of conflicts in the chaotic
The error in the frequency of conflicts is
scenarios is 15,07%, which is
very good.
under the threshold of 20% to
consider it a very good result.

CRT-BUBBLESV1-VALP-01.2001

The absolute mean of the error OK
between the actual and the
estimated values is equal to 3,17
The error in the number of horizontal when using the first metric and is
overlapping is considered excellent.
equal to 8,78 when using the
second metric. So, the result is
considered excellent (below 5%)
for the first metric and very good

OBJ-BUBBLESV1-VALP-01.1
EXE-BUBBLESV1-VALP-001

OBJ-BUBBLESV1-VALP-01.2
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VO Ex#1.2

Validation
Objective
Status

Success
Criterion ID

Validation Results
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(below 20%) for the second
metric.

OBJ-BUBBLESV1-VALP-01.3

OBJ-BUBBLESV1-VALP-02.1

VO Ex#1.3

Conflict
detection

EXE-BUBBLESV1-VALP-002
OBJ-BUBBLESV1-VALP-02.2
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UTM platform
operation

CRT-BUBBLESV1-VALP-01.3001

The absolute mean error OK
between the actual and the
estimated values is equal to 8,16
The error in the number of horizontal when using the first metric and is
overlapping should is between very good equal to 15,9 when using the
and excellent.
second metric. So, the results
are between excellent (below
5%) and very good (below 20%)
for both metrics.

CRT-BUBBLESV1-VALP-02.1001

The INDRA-SIM UTM platform OK
has been detected the 81% of
The platform timely detects the conflicts
the conflicts, but the ones not
and issues the appropriate alerts to pilots
detected are due to issues with
to solve them.
the APP during the first day of
flights.

CRT-BUBBLESV1-VALP-02.2001

In the rural scenario the 92% of OK
the conflicts were detected at a
The separation minima have been good distance and in the urban
scenarios the separation minima
properly applied on each scenario.
have been properly applied in
the 100% of the cases.

CRT-BUBBLESV1-VALP-02.2002

The service has worked well in any The difference in performance OK
environment (controlled or uncontrolled of the UTM platform hardly
airspaces and rural or urban areas).
changes in both environments.

VALIDATION REPORT (VALR)

OBJ-BUBBLESV1-VALP-02.3

Questionnaires

OBJ-BUBBLESV1-VALP-02.4

Delays
measurement

Pilots must fill a survey after each mission
with their views and comments. The last
days comments should be better than
during the first days of the test-flights.

All pilots completed the survey OK
after each mission. The results
became more positive as the
test flights progressed.

CRT-BUBBLESV1-VALP-02.3002

Except for the first day's tests OK
where there were more
Pilots get acquainted with the functioning problems, the rest of the
of the INDRA-SIM UTM platform and give feedback was very positive, and
positive feedback.
the pilots understood well how
the platform and the application
work.

CRT-BUBBLESV1-VALP-02.4001

Measured delays are similar to the ones
Delay times could not
used in D4.1 [9] to calculate the
measured correctly.
separation minima.

be

OBJ-BUBBLESV1-VALP-03.1

Throughput KPIs
CRT-BUBBLESfor the
V1-VALP-03.1communications
001
platform

The throughput under nominal conditions
allows for support telemetry sources,
accordingly with a predefined threshold,
on the simplest communications system
topology (1 core and 1 edge broker). For
abnormal conditions, individual telemetry
links should perform adequately within
established packet loss and delay
boundaries

Results
under
nominal
conditions depict a stable
scenario in which consumers are
able to process around 830
messages per second, on
average, for the simplest broker
topology.

OBJ-BUBBLESV1-VALP-03.2

Scalability of the CRT-BUBBLEScommunications V1-VALP-03.2001
platform

The throughput improvement under
nominal conditions allows to demonstrate
the benefits of added replication in terms
of overall capacity.

Scalability results
communications
demonstrated that
throughput increases

EXE-BUBBLESV2-VALP-003
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CRT-BUBBLESV1-VALP-02.3001

Not
accomplis
hed
OK

for the OK
platform
message
as more
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edge and core brokers are
added.

EXE-BUBBLESV2-VALP-004
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OBJ-BUBBLESV1-VALP-03.3

UAV-to-edge
CRT-BUBBLESlatency for the
V1-VALP-03.3communications
001
platform

The latency overhead under nominal
conditions should allow to support
telemetry sources, both for UAV-to edge
and UAV-to-core tests, accordingly with a
predefined threshold, on the simplest
communications system topology (1 core
and 1 edge broker). For abnormal
conditions, individual telemetry links
should perform adequately within
established packet loss and delay
boundaries.

OBJ-BUBBLESV1-VALP-03.4

Surveillance
performance
monitoring
service and
conflict rate

CRT-BUBBLESV1-VALP-03.4001

The number of conflicts generated as a
consequence of faults/failures/threats
injected is lower than a predefined
threshold. Also, the impact of
faults/failures/threats
injected
on
aeronautical
surveillance
service is less than a predefined threshold

CRT-BUBBLESV1-VALP-04.1001

The obtained result is close to OK
half of the theorical value, and
The Risk Ratios (RRs) for tactical this is congruent with a
deconfliction obtained in simulations are randomized height difference at
the start of each tactical conflict,
similar to the theoretical RRs.
as is the case in the simulated
scenarios. Moreover, it can be
deduced that the effectiveness

OBJ-BUBBLESV1-VALP-04.1

Separation
provision
barrier
effectiveness

OK

UAS-Edge
communications
latencies were extremely low.
The platform depicted the ability
to maintain acceptable values
for RTT latency with packet
losses in the order of 5% and
10%, averaging 15.6ms and
33.3ms
RTT
latency,
respectively.

The results show that most of OK
the fault types, even when
injected for a short period of
time, had an impact on this
metric, and the impact increases
by increasing the fault injection
duration.
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of strategic and tactical
deconfliction processes can be
evaluated separately if needed.
OBJ-BUBBLESV1-VALP-04.2

OBJ-BUBBLESV1-VALP-05.1

Effectiveness of
the layered
airspace

Platform’s
integration

EXE-BUBBLESV2-VALP-005
OBJ-BUBBLESV1-VALP-05.2

Correct
updating of
separation
minima

CRT-BUBBLESV1-VALP-04.2001

The number of conflicts generated as a
OK
The airspace structure in 4 layers
consequence of the resolution of another
yields very similar results to the
conflict should be much lower when a
no-structure case.
layered airspace structure is used.

CRT-BUBBLESV1-VALP-05.1001

The BUBBLES SME platform timely detects The conflicts were well detected OK
almost all the conflicts and issue the by BUBBLES SME and the pilot
appropriate alerts to pilots to solve them. alerts were correctly triggered.

CRT-BUBBLESV1-VALP-05.1002

Acceptable percentage of the detected Most of the conflicts were OK
conflicts that are correctly classified detected and correctly classified
by severity.
according to their severity.

CRT-BUBBLESV1-VALP-05.2001

CRT-BUBBLESV1-VALP-05.2002
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The BUBBLES SME platform must change
OK
the separation minima appropriately
minima
were
when there is a degradation of the CNS Separation
correctly
updated
when
the
performance.
performance of CNS services
was degraded.

The BUBBLES SME platform shall detect
OK
At all times the pilots had
the conflicts at the appropriate distance to
sufficient time to solve conflicts.
the situation.
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CRT-BUBBLESV1-VALP-05.3001

Number of new conflicts generated by The number of chain conflicts OK
trying to solve a previous one is lower in a was 40% lower in tests using
layered airspace.
structured airspace.

CRT-BUBBLESV1-VALP-05.3002

Solve conflicts in a layered airspace should
be easier than in a non-layered airspace,
so the duration of conflicts should be
shorter.

OBJ-BUBBLESV1-VALP-05.3

Layered
airspace test

OBJ-BUBBLESV1-VALP-05.4

Ease of use of
the UTM
platform.

CRT-BUBBLESV1-VALP-05.4001

Pilots should get acquainted with the The feedback was very positive, OK
functioning of the BUBBLES SME platform and the pilots understood well
and give positive feedback.
how the platform works.

OBJ-BUBBLESV1-VALP-05.5

Questionnaires
for pilot’s
feedback.

CRT-BUBBLESV1-VALP-05.5001

Pilots must fill a survey after each mission
OK
with their views and comments about the All pilots completed the survey
U-space services provided and another after each day of flights.
needs.

CRT-BUBBLESV1-VALP-05.6001

The timestamp increments OK
Under nominal conditions, the message
every 1 second, confirming the
rate complies with the established
stable
rate
on
nominal
threshold of 1 message per second.
conditions.

CRT-BUBBLESV1-VALP-05.6002

The CPM tool capability should correctly The tests confirmed both the OK
detect failures.
enforcement of impactful faults
as well as the correct behaviour
of the CPM tool when
communication
disruption
occurred.

OBJ-BUBBLESV1-VALP-05.6

Communication
failures impact

Table 27: SESAR Validation Objectives, Success Criteria and status
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Due to weather issues during the Not
second day, there is not enough accomplis
data to conclude on the relation hed
between the conflict duration
and the layered airspace.
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4.2 Detailed analysis of Validation Results per Validation objective
4.2.1 OBJ-01-V1-VALP-001 Results
The first general Validation Objective (OBJ-BUBBLES-V1-VALP-01.0) consists of validating the
algorithms developed in WP4 to provide the separation minima needed to achieve the conflict ratio
which guarantees that a given Target Level of Safety (TLS) is attained. This exercise uses real-time
simulation tools and different typical U-3 operations are considered, covering nominal and nonnominal conditions.
Validation Objective #1 is split into three sub-objectives that are defined in section §3.2.2. Each
Validation sub-objective is addressed by a specific set of simulations using different simulation
procedures/tools.
•
•
•

Validation Exercise #1.1, addressing Validation Sub-objective OBJ-BUBBLES-V1-VALP-01.1 and
using BB-Planner tool and INDRA-SIM IPB in mode 1.
Validation Exercise #1.2, addressing Validation Sub-objective OBJ-BUBBLES-V1-VALP-01.2 and
using BB-Planner tool and BUBBLES AI tool.
Validation Exercise #1.3, addressing Validation Sub-objective OBJ-BUBBLES-V1-VALP-01.3 and
using BB-Planner tool and BUBBLES AI tool.

4.2.1.1 OBJ-01.1-V1-VALP-001
Description:
The first sub-objective is to validate the collision model and the algorithms developed in T4.1 [9]. This
validation will be made through conflict and collision rates obtained using the simulation tools and
environments owned by UPV and Indra for the separation minima obtained using D4.1 algorithms:
•
•

BB-Planner platform (BB-Planner_R01), UPV.
INDRA-SIM platform (INDRA-SIM_R01), Indra.

More information on this validation exercise in the BUBBLES D5.1 Validation Plan deliverable [1].

Success Criteria:
•
•

CRT-BUBBLES-V1-VALP-01.1-001: The error in the number of conflicts is very good.
CRT-BUBBLES-V1-VALP-01.1-002: The error in the frequency of conflicts is very good.

Since this is an Exploratory Research project and tools under development are used, the error for the
Success Criterion is expected to be within reasonable qualitative limits. Below 50% error is an
acceptable result, below 20% is a very good result and below 5% is considered an excellent result.

Results:
First, the results for each of the three scenarios will be presented, both for the chaotic case and for the
normal case. Then, in the conclusions, the validation of the results will be made through
intercomparison of the different collision and conflict rates.
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Scenario 1 - Chaotic case
The first scenario under chaotic conditions has been simulated using the three mentioned tools
obtaining the next results. As mentioned before, this scenario will use of 18 UAS for the simulation.
BB-planner simulation tool has performed this chaotic case simulation obtaining the next results:
Num. Conflicts

Freq. conflicts (conflicts/h)

372
344
361
366
401

15.908
14.918
15.5765
15.707
16.8633

Table 28. UPV BB-Planner simulation tool results for Scenario 1 - Chaotic Case

Using Indra’s simulation tool, the next results were obtained:
Montecarlo iter.

Num. Conflicts

Freq. conflicts (conflicts/h)

1
2
3
4
5

372
358
368
340
375

18.10226661
17.37258965
17.51701658
16.01378923
17.802612

Table 29. INDRA-SIM platform results for Scenario 1 - Chaotic Case

Scenario 1 - Normal Case
The first scenario under normal conditions has been simulated using the three mentioned tools
obtaining the next results. As mentioned before, this scenario will use of 36 UAS for the simulation.
BB-planner simulation tool has performed this chaotic case simulation obtaining the next results:
Num. Conflicts

Freq. conflicts (conflicts/h)

626
625
570
588
606

18.80617
18.81963
17.1364
17.71351
18.14884

Table 30. BB-Planner simulation tool results for Scenario 1 - Normal Case

Using Indra’s simulation tool, the next results were obtained:
Montecarlo iter.

Num. Conflicts

Freq. conflicts (conflicts/h)

1
2
3
4
5

644
611
636
661
608

25.43198169
24.25117871
24.97875998
26.30017715
23.64880896

Table 31. INDRA-SIM platform results for Scenario 1- Normal Case
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Scenario 2 - Chaotic Case
The second scenario under chaotic conditions has been simulated using the three mentioned tools
obtaining the next results. As mentioned before, this scenario will use of 23 UAS for the simulation.
BB-planner simulation tool has performed this chaotic case simulation obtaining the next results:
Num. Conflicts

Freq. conflicts (conflicts/h)

541
467
518
501
518

18.274
16.034
17.298
17.098
17.33

Table 32. BB-Planner simulation tool results for Scenario 2 - Chaotic Case

Using Indra’s simulation tool, the next results were obtained:
Montecarlo iter.

Num. Conflicts

Freq. conflicts (conflicts/h)

1
2
3
4
5

545
557
581
522
537

21.22740904
21.77764656
21.01136555
20.00258697
21.27872384

Table 33. INDRA-SIM platform results for Scenario 2 - Chaotic Case

Scenario 2 - Normal Case
The second scenario under normal conditions has been simulated using the three mentioned tools
obtaining the next results. As mentioned before, this scenario will use of 69 UAS for the simulation.
BB-planner simulation tool has performed this chaotic case simulation obtaining the next results:
Num. Conflicts

Freq. conflicts (conflicts/h)

423
371
411
374
415

9.23956
8.19009
8.9913
8.24388
9.07203

Table 34. BB-Planner simulation tool results for Scenario 2 - Normal Case

Using Indra’s simulation tool, the next results were obtained:
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Montecarlo iter.

Num. Conflicts

Freq. conflicts (conflicts/h)

1
2
3
4

635
683
634
657

18.33071893
19.80288686
18.1913544
19.00639024
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5

638

18.17142561

Table 35. INDRA-SIM platform results for Scenario 2 - Normal Case

Scenario 3 - Chaotic Case
The third scenario under chaotic conditions has been simulated using the three mentioned tools
obtaining the next results. As mentioned before, this scenario will use of 28 UAS for the simulation.
BB-planner simulation tool has performed this chaotic case simulation obtaining the next results:
Num. Conflicts

Freq. conflicts (conflicts/h)

678
748
710
725
736

19.583
20.736
20.533
20.2756
20.245

Table 36. BB-Planner simulation tool results for Scenario 3 - Chaotic Case

Using Indra’s simulation tool, the next results were obtained:
Montecarlo iter.

Num. Conflicts

Freq. conflicts (conflicts/h)

1
2
3
4
5

651
679
611
713
695

21.89224411
21.94272684
20.39447321
23.76192088
22.52145655

Table 37. INDRA-SIM platform results for Scenario 3 - Chaotic Case

Scenario 3 - Normal Case
The third scenario under normal conditions has been simulated using the three mentioned tools
obtaining the next results. As mentioned before, this scenario will use of 168 UAS for the simulation.
BB-planner simulation tool has performed this chaotic case simulation obtaining the next results:
Num. Conflicts

Freq. conflicts (conflicts/h)

422
422
410
382
410

6.21652
6.26562
6.09698
5.681119
6.092703

Table 38. BB-Planner simulation tool results for Scenario 3 - Normal Case

Using Indra’s simulation tool, the next results were obtained:
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Montecarlo iter.

Num. Conflicts

Freq. conflicts (conflicts/h)

1
2
3

370
339
393

7.636699238
6.782333537
7.795116267
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4
5

361
384

7.158446783
7.654444574

Table 39. INDRA-SIM platform results Scenario 3 - Normal Case

Conclusions:
The validation of this results can be assessed by analysing the statistics on number and frequency of
the conflicts in both simulations obtaining the next relative differences between tools.
With both the results of UPV’s BB-Planner and Indra’s INDRA-SIM platform a regression and a statistical
analysis have been made. For validating the output of both tools, the results have been inter-compared
obtaining the next difference-relative root-mean-square-error:
Difference-Relative
RMSE [%]

Scenario 1

Scenario2

Scenario 3

Normal

Chaotic

Normal

Chaotic

Normal

Chaotic

Number of conflicts

7.5

4.85

63.71

9.99

11.47

8.14

Frequency of conflicts

38.16

11.19

114.56

23.19

23.06

10.84

Table 40. Difference-Relative RMSE result of the statistical intercomparison of results between BB-Planner
and INDRA-SIM.

In both normal and chaotic cases (except Scenario 2, normal case), the number of conflicts is similar.
The mean difference-relative RMSE between all normal cases, deleting Scenario 2-Normal Case is
8.39% for the number of conflicts and 21.188% for the frequency of conflicts.
However, the frequency of conflict is different in all cases, with Indra’s simulations being higher. There
could be several causes for this phenomenon:
•
•

Caused due to the difference between simulators
The UPV platform (BB-Planner) is designed to generate flight plans quickly. For this objective,
the generation of trajectories is performed with linear models. Indra’s platform makes use of
a dynamic model that makes the trajectories more realistic, giving a difference of time flight
between platforms.

The number of Monte Carlo iterations is sufficient to establish initial metrics, but for future simulations
this value should be increased considerably to obtain robust values. Next table summarizes the total
number of conflicts obtained during the five iterations performed by both Indra and UPV.
Table 40 shows an analysis of the RMSE according to the number of conflicts and the frequency of
conflicts. On the one hand, for both normal and chaotic cases, the error values are within an acceptable
threshold, eliminating the case of normal scenario 2, the rest are found with values below 12%. On the
other hand, the value of conflict frequencies is higher for all cases. This is due to the fact that the
trajectory generation method of the BB-Planner tool is based on linear methods, while the Indra tool
has implemented a dynamic model of the aircraft. These dynamics are different depending on the
characteristics of the UAS.
The values obtained allow the actual flight test to be carried out safely, since they will be performed
with a smaller number of UAS.
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From the results provided by INDRA-SIM UTM platform (collision rate k1.2 in VALP) and the results
from the BB-Planner (collision rate k1.1 in VALP) and discarding the results from Scenario 2, we obtain
a mean error of 8.39% in the difference of the conflict rates obtained from the two simulations. This
result demonstrates the validity of the collision model and algorithms developed by T4.1.

4.2.1.2 OBJ-01.2-V1-VALP-001
Description:
The second sub-objective is to validate the UNIROMA1 AI predictive machine learning methods
developed in T4.2 to predict conflict and collision rates.
For the validation the results of UNIROMA1 will be compared with the results of UPV simulation tool
for the separation minima and methods obtained by applying machine learning methods developed in
D4.2 [10].
More information on this validation exercise in the BUBBLES D5.1 Validation Plan deliverable [1].

Success Criteria:
•

CRT-BUBBLES-V1-VALP-01.2-001: The error in the number of horizontal overlapping is
considered excellent.

Since this is an Exploratory Research project and tools under development are used, the error for the
Success Criterion is expected to be within reasonable qualitative limits. Below 50% error is an
acceptable result, below 20% is a very good result and below 5% is considered an excellent result.

Results:
The validation results will be based on two conflict metrics:
1. First metric:
o
o
o

Probability of conflict between two UAS.
Number of conflicts as expected value of the sum of pairwise conflicts.
Conflicts for each UAS pair are counted only once.

2. Second metric:
o
o
o

Procedure to determine start and end (thus duration) of a conflict between two UAS.
Number of conflicts counted as number of start-end conflict events.
Multiple conflicts for one pair of UAS may occur.

The conflicts to consider are horizontal overlaps, assessed by the predefined separation threshold.
Each scenario will have several instances based on the number and type of selected UAS.
The next tables present the set results obtained by the simulations realised by the AI tool. It should be
noted that 90% of the Monte Carlo simulations for each scenario have been used for computation and
the other 10% have been used for internal validation of the AI results. In the conclusions below, the
results obtained by the AI tool will be compared with the results of the BB-Planner tool.
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Scenario 1 - Chaotic Case
Type
COMPLETE
15 UAS simpleX random
selection

Num. Horizontal
Overlap-Computation
137.84

Num. Horizontal
Overlap - Validation
137.28

Error for the trained
algorithms [%]
0.41

91.48

90.92

0.62

Table 41. Uniroma1 predictive machine learning first metric results for internal validation in Scenario 1 Chaotic Case

Type
COMPLETE
15 UAS simpleX random
selection

Num. Horizontal
Overlap-Computation
364.04

Num. Horizontal
Overlap - Validation
349.56

Error for the trained
algorithms [%]
4.14

217.08

207.00

4.87

Table 42. Uniroma1 predictive machine learning second metric results for internal validation in Scenario 1 Chaotic Case

Scenario 1 - Normal Case
Type
COMPLETE
24 UAS random
selection
24 UAS minimizing
conflicts (Greedy)
24 UAS minimizing
conflicts (SimpleX)

Num. Horizontal
Overlap-Computation
190.84

Num. Horizontal
Overlap - Validation
180.12

Error for the trained
algorithms [%]
5.95

35.56

34.92

1.83

29.92

30.84

-2.98

21.72

21.96

-1.09

Table 43. Uniroma1 predictive machine learning first metric results for internal validation of in Scenario 1 Normal Case

Type
COMPLETE
24 UAS random selection
24 UAS minimizing
conflicts (Greedy)
24 UAS minimizing
conflicts (Simplex)

Num. Horizontal
Overlap-Computation
521.08
145.48

Num. Horizontal
Overlap - Validation
656.04
178.52

Error for the trained
algorithms [%]
-20.57
-18.51

120.60

161.08

-25.13

64.56

96.72

-33.25

Table 44. Uniroma1 predictive machine learning second metric results for internal validation in Scenario 1 Normal Case

Scenario 2 - Chaotic Case
Type
COMPLETE
20 UAS minimizing
conflicts (Simplex)
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Num. Horizontal
Overlap-Computation
221.28

Num. Horizontal
Overlap - Validation
218.68

Error for the trained
algorithms [%]
1.65

162.28

160.76

0.95
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Table 45. Uniroma1 predictive machine learning first metric results for internal validation in Scenario 2 Chaotic Case

Type
COMPLETE
20 UAS with target
conflict 50 (SimpleX)

Num. Horizontal
Overlap-Computation

Num. Horizontal
Overlap - Validation

Error for the trained
algorithms [%]

524.80

515.80

-1.85

367.32

361.00

-2.55

Table 46. Uniroma1 predictive machine learning second metric results for internal validation in Scenario 2 Chaotic Case

Scenario 2 - Normal Case
Type
COMPLETE
55 UAS minimizing
conflicts (Greedy)
55 UAS minimizing
conflicts (Simplex)

Num. Horizontal
Overlap-Computation
261.36

Num. Horizontal
Overlap - Validation
265.24

Error for the trained
algorithms [%]
-1.46

121.08

131.20

-7.71

114.52

125.28

-8.59

Table 47. Uniroma1 predictive machine learning first metric results for internal validation in Scenario 2 Normal Case

Type
COMPLETE
55 UAS minimizing
conflicts (Greedy)
55 UAS minimizing
conflicts (Simplex)

Num. Horizontal
Overlap-Computation
644.04

Num. Horizontal
Overlap – Validation
641.92

Error for the trained
algorithms [%]
0.33

278.04

281.16

1.11

242.40

246.44

-1.64

Table 48. Uniroma1 predictive machine learning second metric results for internal validation in Scenario 2 Normal Case

Scenario 3 - Chaotic Case
Type
COMPLETE
24 UAS random selection

Num. Horizontal
Overlap-Computation
300.12
256.44

Num. Horizontal
Overlap - Validation
317.32
271.40

Num. Horizontal
Overlap-Computation
628.56
538.20

Num. Horizontal
Overlap – Validation
719.32
614.88

Error for the trained
algorithms [%]
-5.42
-5.51

Table 49. Uniroma1 predictive machine learning first metric results for internal validation in Scenario 3 Chaotic Case

Type
COMPLETE
24 UAS random selection

Error for the trained
algorithms [%]
-12.61
-12.47

Table 50. Uniroma1 predictive machine learning second metric results for internal validation for Scenario 3 Chaotic Case
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Scenario 3 - Normal Case
Type
COMPLETE
145 UAS minimizing
conflicts (simplex)

Num. Horizontal
Overlap-Computation
774.240

Num. Horizontal
Overlap - Validation
763.640

Error for the trained
algorithms [%]
1.380

415.520

423.920

-1.980

Table 51. Uniroma1 predictive machine learning first metric results for internal validation in Scenario 3 Normal Case

Type
COMPLETE
UAS with target conflict 50

Num. Horizontal
Overlap-Computation
1365.360
617.920

Num. Horizontal
Overlap – Validation
1337.400
627.560

Error for the trained
algorithms [%]
2.090
-1.540

Table 52. Uniroma1 predictive machine learning second metric results for internal validation in Scenario 3 Normal Case

Conclusions:
For this Validation sub-Objective, the results of UNIROMA1 will be compared with the results of UPV
simulation tool for the separation minima and methods obtained by applying machine learning
methods developed in D4.2 [10].
Scenario 1
Chaotic case
First
metric
Second
metric

Num. Horiz.
Overlap
Uniroma1
UPV

Difference

Square
difference

COMPLETE

137.84

139

1.16

1.3456

15 UAS simpleX
random

91.48

92.8

1.32

1.7424

COMPLETE

364.04

374

9.96

99.2016

15 UAS simpleX
random

217.08

233.6

16.52

272.9104

Mean
abs. error
(MAE)

Root
MAE

Relative
RMSE (%)

1.24

1.2426

1.09

13.24

13.6402

4.61

Table 53. Comparison between predictive machine learning validation of Uniroma1 and UPV results in
Scenario 1 - Chaotic Case

Normal Case
First
metric

COMPLETE
24 UAS random
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Num. Horiz.
Overlap
Uniroma1
UPV
190.84
192.8
35.56

34.4

Difference

Square
difference

1.96

3.8416

1.16

1.3456

Mean abs.
error
(MAE)

Root
MAE

Relative
RMSE
(%)

0.82

1.1402

2.5
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Second
metric

24 UAS minimizing
conflicts (Greedy)

29.92

30

0.08

0.0064

24 UAS minimizing
conflicts (SimpleX)

21.72

21.8

0.08

0.0064

COMPLETE

521.08

659.4

138.32

1,9132.42

24 UAS random

145.48

206.8

61.32

3,760.14

24 UAS minimizing
conflicts (Greedy)

120.6

189.4

68.8

4,733.44

24 UAS minimizing
conflicts (Simplex)

64.56

129.4

64.84

4,204.23

83.32

89.2051

37.1011

Table 54. Comparison between predictive machine learning validation of Uniroma1 and UPV results in
Scenario 1 - Normal Case

Scenario 2
Chaotic case

First
metric

Second
metric

Num. Horiz.
Overlap

Difference

Square
difference

Uniroma1

UPV

COMPLETE

221.28

218.40

2.88

8.29

20 UAS minimizing
conflicts (Simplex)

162.28

160.60

1.68

2.82

COMPLETE

524.80

517.00

7.80

60.84

20 UAS with target
conflict 50 (SimpleX)

367.32

368.60

1.28

1.64

Mean abs.
error
(MAE)

Root
MAE

Relative
RMSE
(%)

2.28

2.36

1.26

4.54

5.59

1.28

Table 55. Comparison between predictive machine learning validation of Uniroma1 and UPV results in
Scenario 2 - Chaotic Case

Normal Case
COMPLETE

First
metric

55 UAS minimizing
conflicts (Greedy)
55 UAS minimizing
conflicts (Simplex)
COMPLETE
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Num. Horiz.
Overlap
Uniroma1
UPV
261.36
262.00
121.08

114.52
644.04

143.00

136.40
262.00

Difference

Square
difference

0.64

0.41

21.92

480.49

21.88
113.36

Mean abs.
error
(MAE)

Root
MAE

Relative
RMSE
(%)

14.81

17.89

10.38

95.24

97.34

21.65

478.73
1,2850.49
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55 UAS minimizing
278.04
conflicts (Greedy)

143.00

67.16

4,510.47

55 UAS minimizing
242.40
conflicts (Simplex)

136.40

105.20

1,1067.04

Second
metric

Table 56. Comparison between predictive machine learning validation of Uniroma1 and UPV results in
Scenario 2 - Normal Case

Scenario 3
Chaotic case
First
metric
Second
metric

Num. Horiz.
Overlap
Uniroma1
UPV

Difference

Square
difference

COMPLETE

300.12

309.00

8.88

78.85

24 UAS random

256.44

264.00

7.56

57.15

COMPLETE

628.56

719.40

90.84

8,251.91

24 UAS random

538.20

617.20

79.00

6,241.00

Mean abs.
error
(MAE)

Root
MAE

Relative
RMSE
(%)

8.22

8.25

2.89

84.92

85.13

12.78

Table 57. Comparison between predictive machine learning validation of Uniroma1 and UPV results in
Scenario 3 - Chaotic Case

Normal Case

First
metric

Second
metric

Num. Horiz. Overlap

Difference

Square
difference

Uniroma1

UPV

COMPLETE

774.24

785.20

10.96

120.12

145 UAS
minimizing
conflicts (simplex)

415.52

622.60

207.08

4,2882.13

COMPLETE

1365.36

1422.40

57.04

3,253.56

UAS with target
conflict 50

617.92

1033.44

415.52

17,2656.87

Mean abs.
error
(MAE)

Root
MAE

Relative
RMSE
(%)

109.02

146.63

20.97

236.28

296.57

24.46

Table 58. Comparison between predictive machine learning validation of Uniroma1 and UPV results in
Scenario 3 - Normal Case

Thus, for what concern the AI direct prediction, we can notice that the absolute mean and standard
deviation of the error between the actual and the estimated values is equal respectively to 3.17 and
2.61 when using the first metric, and they are instead respectively equal to 8.78 and 10.22 when using
the second metric.
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4.2.1.3 OBJ-01.3-V1-VALP-001
Description:
The third sub-objective is to validate the UNIROMA1 AI inverse predictive machine learning methods
developed in T4.2 to define separation minima and methods to attain specific values of conflict and
collision rates.
BUBBLES-AI generates a configuration of the scenario instance k.n^c and separation thresholds that
guarantee achievement of the target conflict metrics. The predicted configuration is then used to
generate a new set of trajectories with BB-Planner. The conflict results of this new set of trajectories
are then compared to the target conflict metrics to assess the quality of the predictions.
More information on this validation exercise in the BUBBLES D5.1 Validation Plan deliverable [1].

Success Criteria:
•

CRT-BUBBLES-V1-VALP-01.3-001: The error in the number of horizontal overlapping should is
between very good and excellent.

Since this is an Exploratory Research project and tools under development are used, the error for the
Success Criterion is expected to be within reasonable qualitative limits. Below 50% error is an
acceptable result, below 20% is a very good result and below 5% is considered an excellent result.

Results:
Again, in this case, the results of UNIROMA1 will be compared with the results of UPV simulation tool
for the separation minima and methods obtained by applying machine learning methods developed in
D4.2 [10].
The validation results will be based on two conflict metrics:
1. First metric:
o
o
o

Probability of conflict between two UAS.
Number of conflicts as expected value of the sum of pairwise conflicts.
Conflicts for each UAS pair are counted only once.

2. Second metric:
o
o
o

Procedure to determine start and end (thus duration) of a conflict between two UAS.
Number of conflicts counted as number of start-end conflict events.
Multiple conflicts for one pair of UAS may occur.

The conflicts to consider are horizontal overlaps, assessed by the predefined separation threshold.
Each scenario will have several instances based on the number and type of selected UAS.
The next tables present the set results obtained by the simulations realised by the AI tool. It should be
noted that 90% of the Monte Carlo simulations for each scenario have been used for computation and
the other 10% have been used for internal validation of the AI results. In the conclusions below, the
results obtained by the AI tool will be compared with the results of the BB-Planner tool.
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Scenario 1 - Chaotic Case
Type
11 UAS

Num. Horizontal
Overlap-Computation
45.28

Num. Horizontal
Overlap – Validation
43.52

Error for the trained
algorithms [%]
4.04

Num. Horizontal
Overlap-Computation

Num. Horizontal
Overlap – Validation

Error for the trained
algorithms [%]

44.76

41.40

8.12

Table 59. Uniroma1 inverse predictive machine learning first metric results for internal validation in Scenario
1 - Chaotic Case

Type
UAS with target conflicts 50
(Greedy)

Table 60. Uniroma1 inverse predictive machine learning second metric results for internal validation in
Scenario 1 - Chaotic Case

Scenario 1 - Normal Case
Type
UAS with target conflicts 50
(Greedy) 34 UAS
UAS with target conflicts 50
(SimpleX) 35 UAS

Num. Horizontal
Overlap-Computation

Num. Horizontal
Overlap – Validation

Error for the trained
algorithms [%]

48.8

50.84

-4.01

47.8

45.92

4.09

Table 61. Uniroma1 inverse predictive machine learning first metric results for internal validation in Scenario
1 - Normal Case

Type
UAS with target conflicts 50
(Greedy)
UAS with target conflicts 50
(SimpleX)

Num. Horizontal
Overlap-Computation

Num. Horizontal
Overlap – Validation

Error for the trained
algorithms [%]

49.88

72.40

-31.10

49.44

68.96

-28.31

Table 62. Uniroma1 inverse predictive machine learning second metric results for internal validation in
Scenario 1 - Normal Case

Scenario 2 - Chaotic Case
Type

Num. Horizontal
Overlap-Computation

Num. Horizontal
Overlap – Validation

Error for the trained
algorithms [%]

UAS with target conflicts 50
(SimpleX)

49.28

50.16

-1.75

Type

Num. Horizontal
Overlap-Computation

Table 63. Uniroma1 inverse predictive machine learning first metric results for internal validation in Scenario
2 - Chaotic Case
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Num. Horizontal
Overlap – Validation

Error for the trained
algorithms [%]
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UAS with target conflicts 50
(SimpleX)

48.12

50.40

-4.52

Table 64. Uniroma1 inverse predictive machine learning second metric results for internal validation in
Scenario 2 - Chaotic Case

Scenario 2 - Normal Case
Type
UAS with target conflicts 50
(Greedy)
UAS with target conflicts 50
(SimpleX)

Num. Horizontal
Overlap-Computation

Num. Horizontal
Overlap – Validation

Error for the trained
algorithms [%]

48.36

54.64

-11.49

48.28

53.96

-10.53

Table 65. Uniroma1 inverse predictive machine learning first metric results for internal validation in Scenario
2 - Normal Case

Type
UAS with target conflicts 50
(Greedy)
UAS with target conflicts 50
(SimpleX)

Num. Horizontal
Overlap-Computation

Num. Horizontal
Overlap – Validation

Error for the trained
algorithms [%]

49.60

52.40

-5.34

48.36

51.44

-5.99

Table 66. Uniroma1 inverse predictive machine learning second metric results for internal validation in
Scenario 2 - Normal Case

Scenario 3 - Chaotic Case
Type
Instance 1 - 12 UAS

Num. Horizontal
Overlap-Computation
45.36

Num. Horizontal
Overlap – Validation
49.20

Error for the trained
algorithms [%]
-7.80

Num. Horizontal
Overlap-Computation
45.96

Num. Horizontal
Overlap – Validation
45.96

Error for the trained
algorithms [%]
-24.11

Table 67. Uniroma1 inverse predictive machine learning first metric results for internal validation in Scenario
3 - Chaotic Case

Type
Instance 1 - 12 UAS

Table 68. Uniroma1 inverse predictive machine learning second metric results for internal validation in
Scenario 3 - Chaotic Case

Scenario 3 - Normal Case
Type

Num. Horizontal
Overlap-Computation

Num. Horizontal
Overlap – Validation

Error for the trained
algorithms [%]

UAS with target conflicts 50
(Greedy)

49.88

63.6

-21.57

Table 69. Uniroma1 inverse predictive machine learning first metric results for internal validation in Scenario
3 - Normal Case
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Type

Num. Horizontal
Overlap-Computation

Num. Horizontal
Overlap – Validation

Error for the trained
algorithms [%]

UAS with target conflicts 50
(Greedy)

49.6

61.8

-19.74

Table 70. Uniroma1 inverse predictive machine learning second metric results for internal validation in
Scenario 3 - Normal Case

Conclusions:
For this Validation sub-Objective, the results of UNIROMA1 will be compared with the results of UPV
simulation tool.
Scenario 1
Chaotic case
First
metric
Second
metric

Second
metric

Difference

Square
difference

Mean
abs.error
(MAE)

Root
MAE

Relative
RMSE
(%)

Instance 1 - 11 UAS

45.28

45.60

0.32

0.1024

0.320

0.320

0.702

UAS with target
conflicts 50 (Greedy)

44.76

42.40

2.36

5.5696

2.360

2.360

5.566

Table 71. Comparison between inverse predictive machine learning validation of Uniroma1 and UPV results
in Scenario 1 - Chaotic Case

Normal Case

First
metric

Num. Horiz.
Overlap
Uniroma1
UPV

UAS with target
conflicts 50 (Greedy)
34 UAS
UAS with target
conflicts 50 (SimpleX)
35 UAS

Num. Horiz.
Overlap
Uniroma1
UPV
48.80

50.00

Difference

Square
difference

1.2

1.44

47.80

47.80

0

0

UAS with target
conflicts 50 (Greedy)

49.88

55.6

5.72

32.718

UAS with target
conflicts 50 (SimpleX)

49.44

65.8

16.36

Mean
abs. error
(MAE)

Root
MAE

Relative
RMSE
(%)

0.600

0.850

1.740

11.040

12.255

20.261

267.649

Table 72. Comparison between inverse predictive machine learning validation of Uniroma1 and UPV results
in Scenario 1 - Normal Case

Scenario 2
Chaotic case
First
metric

UAS with target
conflicts 50 (SimpleX)
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Num. Horiz.
Overlap
Uniroma1

UPV

49.28

48.00

Difference

Square
difference

Mean
abs. error
(MAE)

Root
MAE

Relative
RMSE
(%)

1.28

1.638

1.280

1.280

2.667
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Second
metric

UAS with target
conflicts 50 (SimpleX)

Second
metric

42.00

6.12

37.454

6.120

6.120

14.571

Table 73. Comparison between inverse predictive machine learning validation of Uniroma1 and UPV results
in Scenario 2 - Chaotic Case

Normal Case

First
metric

48.12

UAS with target
conflicts 50 (Greedy)

Num. Horiz.
Overlap
Uniroma1
UPV

Difference

Square
difference

48.36

71.80

23.44

549.434

UAS with target
conflicts 50 (SimpleX)

48.28

79.80

31.52

993.510

UAS with target
conflicts 50 (Greedy)

49.60

71.20

21.6

466.560

UAS with target
conflicts 50 (SimpleX)

48.36

93.60

45.24

Mean
abs. error
(MAE)

Root
MAE

Relative
RMSE
(%)

27.480

27.775

36.694

33.420

35.449

43.423

2,046.658

Table 74. Comparison between inverse predictive machine learning validation of Uniroma1 and UPV results
in Scenario 2 - Normal Case

Scenario 3
Chaotic case
First
metric
Second
metric

Num. Horiz.
Overlap
Uniroma1
UPV

Difference

Square
difference

Mean
abs. error
(MAE)

Root
MAE

Relative
RMSE
(%)

Instance 1 - 12 UAS

45.36

45.80

0.44

0.194

0.440

0.440

0.961

Instance 1 - 12 UAS

45.96

58.20

12.24

149.818

12.240

12.240

21.031

Table 75. Comparison between inverse predictive machine learning validation of Uniroma1 and UPV results
in Scenario 3 - Chaotic Case

Normal Case
First
metric

UAS with target
conflicts 50 (Greedy)

Second
metric

UAS
with
target
conflicts 50 (Greedy)

Num. Horiz.
Overlap
Uniroma1
UPV

Difference

Square
difference

Mean
abs. error
(MAE)

Root
MAE

Relative
RMSE
(%)

49.88

242.6

192.72

37,140.998

192.720

192.720

79.439

49.6

371.2

321.6

103,426.56

321.600

321.600

86.638

Table 76. Comparison between inverse predictive machine learning validation of Uniroma1 and UPV results
in Scenario 3 - Normal Case

Looking at the previous tables it is possible to notice that in the AI inverse prediction task the absolute
mean and standard deviation of the error between the actual and the estimated values is equal
respectively to 8,16 and 6,0 when using the first metric, and they are instead respectively equal to 15,9
and 10,41 when using the second metric.
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Conclusions on AI results (OBJ-1.2 and OBJ-1.3)
From the AI results, we can conclude that the conflict estimation works better with the first metric for
both direct and inverse predictions. This can be explained by the fact that the first metric is monotonic
with respect to the separation threshold (conflict performance does not decrease when increasing the
separation threshold), while the second metric is not monotonic, making it more difficult to learn an
accurate model.
By analysing how the different scenarios affect the various estimated values, we can notice that in the
direct prediction exercise, the most challenging scenarios for estimation are Scenario 2 Normal and
Scenario 1 Chaotic when using metric 1, and Scenario 1 Normal and Scenario 2 Normal when using
metric 2.
In the inverse prediction exercise instead the two most challenging scenarios are 3 Normal and
Scenario 2 Chaotic when using metric 1, and Scenario 1 Normal and Scenario 2 Chaotic when using
metric 2.
All these things considered, it seems that during the direct prediction, i.e. when estimating the number
of conflicts, the Normal scenarios can cause some problems for both metrics and this could be due to
their higher number of UASs w.r.t. the Chaotic scenarios.
On the other hand, during the inverse prediction, i.e. when estimating the maximum allowable number
of UAS trying not to overcome a given conflicts threshold, the estimation errors seem to be equally
distributed between Normal and Chaotic scenarios (even if also in this prediction case, the Normal
scenarios are the ones which still produce worse overall performance).
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4.2.2 OBJ-02-V1-VALP-001 Results
The second general Validation Objective (OBJ-BUBBLES-V1-VALP-01.0) aims to validate the operational
feasibility and acceptability of U-space services simulated in BUBBLES mock-up and their impact on
human performance through flight tests.
The flight tests consist of flights simulating real missions in relevant scenarios. Operations are planned
in Open Category and in Specific Category under National Standard Scenarios, named STS-ES (similar
to EU STS, but without CE marked UAS). Nominal conditions are considered, and conflicts are induced
in a controlled way to validate the safety assessment performed in MEDUSA analyses. During the
operations, traffic information is sent to a U-space simulated platform, the INDRA-SIM IBP in Mode 2,
which shall detect any conflict and raise the required alerts so that pilots can execute evasive
manoeuvres to regain the separation minima and keep well clear.
To execute this validation exercise, a series of representative use cases are defined, according to
expected operations to be performed in each of the two reference scenarios, explained in D5.1 CVALP
[1]. For each scenario, 3 to 5 use cases involving 2-3 UAS and the trigger of a conflict have been
defined, resulting in a total of 9 use cases.
This general VO is split into four further sub-objectives which have been analysed based on the results
and feedback obtained from the flights.

4.2.2.1 OBJ-02.1-V1-VALP-001
Description:
Validate that the U-space tactical service provider simulation (Indra's UTM platform) detects the
conflicts manually induced during the tests, according to a set of separation minima.

Success Criteria:
•

CRT-BUBBLES-V1-VALP-02.1-001: the platform timely detects the conflicts and issues the
appropriate alerts to pilots to solve them.

Results:
The results obtained by the Indra’s platform after the flight tests are:
Scenario

Total
conflicts

Conflicts
detected by
the platform

% Conflicts detected
by the platform at
good Sep. Min.

Conflicts solved
of those
detected

% Conflicts
solved

Mean
conflicts
duration(s)

1.1

11

10 (91%)

6 (60%)

9

90%

102.80

1.2

10

7 (70%)

7 (100%)

7

100%

58.71

1.3

30

27 (90%)

27 (100%)

27

100%

75.59

1.4

7

5 (71%)

5 (100%)

4

80%

176.20

2.1

10

1 (10%)

1 (100%)

1

100%

1,436.00
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2.2

5

5 (100%)

5 (100%)

5

100%

63.27

2.3

7

7 (100%)

7 (100%)

7

100%

42.54

2.4

8

6 (75%)

6 (100%)

6

100%

196.17

2.5

15

15 (100%)

15 (100%)

15

100%

74.47

TOTAL

103

83 (81%)

95%

81

98%

247.31

Table 77: Conflict resolution and detection summary for INDRA-SIM UTM platform for OBJ 2.1

Conclusions:
The table above shows some summary results. The INDRA-SIM UTM platform has been detected the
81% of the conflicts, but the ones not detected are due to issues with the APP of the pilot controllers
or with the MQTT server connection, that is, problems beyond the UTM platform control, so it can be
conclude that the percentage of the conflicts detected is quite good and acceptable.
Of these conflicts detected, the 95% were detected at a good distance and the 98% were properly
solved, fulfilling the success criteria #2.1-001.
Another conclusion of this study is that the mean of conflicts duration is not a representative
parameter because many conflicts were prolonged despite being alerted in order to check the current
distances at what the drones were when the pilots received the alerts and the perception of that
distances for the human eye. Doing this, we perform that some alerts raised much later than they
should, and this is why there are 95% of conflicts detected at a good distance.

4.2.2.2 OBJ-02.2-V1-VALP-001
Description:
Validate that the services provided by INDRA-SIM UTM platform works correctly in different
environments, checking that the environment does not affect the service provided.

Success Criteria:
•
•

CRT-BUBBLES-V1-VALP-02.2-001: the separation minima has been properly applied on each
scenario.
CRT-BUBBLES-V1-VALP-02.2-002: the service has worked well in any environment (controlled
or uncontrolled airspaces and rural or urban areas).

Results:
For this exercise, the same results as in the previous exercise have been analysed. In that case, the
results have been compared by scenario, taking into account that use cases performed in scenario 1
were conducted in rural areas, and use cases performed in scenario 2 took place in urban areas under
uncontrolled airspaces.
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Rural areas

58

49

84%

45

%
Conflicts
detected
at good
Sep. Min.
92%

Urban areas

45

34

76%

34

100%

Total
Environment
conflicts

Conflicts
detected by
the
platform

%
Conflicts
detected

Conflicts
detected
at good
Sep. Min.

Conflicts
solved of
those
detected

%
Conflicts
solved

47

96%

34

100%

Table 78: INDRA-SIM UTM platform conflict detection and resolution summary

Conclusions:
As can be seen, the difference in performance of the UTM platform hardly changes in both
environments. The only noteworthy detail is that during the flights of use case 1.1, the scenario was
not selected correctly, so the platform was wrongly picking up the separation minima. This error was
detected in time and corrected for the rest of the flights.

4.2.2.3 OBJ-02.3-V1-VALP-001
Description:
This sub-objective aims to receive feedback from pilots on their experiences using the BUBBLES mockup and their U-space service needs.
To this, after each of the missions, pilots were asked for their opinion on the BUBBLES platforms used
by filling a questionnaire.

Success criteria:
•
•

CRT-BUBBLES-V1-VALP-02.3-001: pilots must fill a survey after each mission with their views
and comments. The last days comments should be better than during the first days of the testflights.
CRT-BUBBLES-V1-VALP-02.3-002: pilots should know the functioning of the INDRA-SIM UTM
platform and should give positive feedback.

Results and conclusions:
The following images show the questionnaire, developed together with the Human Performance
Group of EUROCONTROL.

Page I 75

VALIDATION REPORT (VALR)

Figure 11. HP Questionnaire - I

In the first part of the questionnaire, pilots were asked how they would rate the impact of
the U-space services provided by the platforms on the success of their mission, their workload
and their situational awareness.

Overall assessment
100%

77%

80%
60%
40%
20%
0%

54%
38%

46%46%
8%

15%

8%

Success of mission
Very negative

Negative

8%
Workload
Neutral

Situation Awareness
Positive

Very positive

Figure 12. HP Questionnaire - Part I results
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As can be seen in the figure above, more than 75% consider the impact of the U-space services
provided to be neutral on the success of their mission. This is because the UTM platform currently only
warns of a tactical or conformance conflict but does not provide traffic information about the other
conflicting aircrafts, so pilots mention that the UTM platform is useful, but they need more information
(discussed in more detail in the second part of the questionnaire).
For the same reason, around 50% rate negatively the impact of the U-space services provided on their
workload, as they do not have enough information to solve the conflicts and having to search for
drones by sight is sometimes complicated.
Regarding the impact of the U-space services provided on their situation awareness, 38% rate it
negatively and 54% remain neutral, because with the information provided, they cannot understand
the conflict situation.
In the comments, pilots named that during the first day of the test-flights they experienced unexpected
events: the command APP closed on multiple occasions and a bug in the HMI caused alerts to remain
after conflicts were solved, causing confusion. This issue was fixed by the second day of the flights and
after that, the platform was no longer negatively evaluated in terms of impact, workload and
situational awareness. Nonetheless, it also did not have a positive impact due to insufficient
information for pilots.
In the second part of the questionnaire, pilots were asked how they would rate the
usability/usefulness of the BUBBLES mock-up on a high-level assessment.

Ease of Use
8%
23%
69%

Usefulness
Very negative

Very negative
8%

Negative
Neutral
Positive

46%

Negative
46%

Positive
Very positive

Very positive

Timeliness
8% 7%
31%

23%
31%

Clarity
Very negative

31%

Neutral
Positive

Very negative

8%

Negative

Very positive
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Reliability
8%

54%

Consistency
Very negative

23%
15%

Negative
Neutral
Positive

Very negative

8% 8%

50%

Negative
34%

Very positive

Neutral
Positive
Very positive

Figure 13. HP Questionnaire - Part II results

Almost 70% consider the ease of use of the UTM platform to be positive, but about 50% evaluate its
usefulness negatively. Pilots complained that only the message “Tactical Conflict!” was not enough
information and it would be good to know the severities of the conflict, i.e. the volume infringed.
In addition, 31% consider the timeliness of the information to be negative and another 31% consider
it to be neutral. As mentioned above, this is due to the fact that on the first day of the flights the alerts
were longer than the actual conflicts, issue that was fixed by the second day.
In terms of the clarity of the information provided, the reliability of data (availability, relevance,
accuracy…) and the consistency, around the 50% rated it as neutral.
There are several issues in this regard for which the responses tend to be quite negative, especially in
the first days of the flights. On the one hand, as already mentioned, the information that arrives to the
pilot is a single "Tactical Conflict" message, but neither the number of conflicts nor the distance or
direction at which the conflicting UAS is located. On the other hand, in the first use-case, the platform
had misconfigured the separation minima values (not corresponding to the scenarios flown) and when
Indra fixed it, the platform had problems detecting conflicts because the drones sent the altitude in
negative values, due to the drone’s height reference system configured by the manufacturer. And
finally, conflict alerts raised even if the headings were opposite and due to the lack of information for
pilots, this caused confusion.
In the third part of the questionnaire, the pilots were asked whether the BUBBLES tool has been useful
in solving the conflict, to which 69% answered no. As before, the assessment was negative because
the pilots were not provided with enough information.
Then, 100% said that it is useful to know the severity of the conflict and that they would need additional
information.
Regarding question C the pilots said that they would like to receive additional information about the
position and distance of the other conflicting drones, the orientation (heading relative to conflicting
aircraft), the number of conflicts, the difference in altitude. They also pointed that it would be
interesting to have a graphical interface or a 2D map to consult this information.
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About Conflict alerts
Useful to solve conflict

69%

31%

Usefult to know the severity

100%

Additional information needed

100%
0%

20%
No

40%

60%

80%

100%

Yes

Figure 14.HP Questionnaire - Part III results

In the last page of the questionnaire, shown next, the pilots were questioned about the separation
minima distances proposed in the BUBBLES collision model and for additional comments.

Figure 15. HP Questionnaire - II
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Thresholds distance
60%
50%
40%
30%
20%
10%
0%

54%
31%

38%

31%

8%

8%

NMAC threshold

15%

CA threshold
Too short

Adequate

23%
8%
Separation
threshold

Tactical Conflict
threshold

Too Long

Figure 16. HP Questionnaire - Part IV results

Pilots generally considered the tactical conflict and loss of separation distances too long. When the
latter two protection volumes were violated, the aircraft were too far apart to visualize them.
In this part, pilots reported some platform inconsistencies, such as:
•

Conflicts raised at 600m even when UAS was not facing the conflicting UAS.

•

Two pilots involved in the same conflict received different conflict severities.

These problems were addressed after the flights in order to solve them for validation phase II.
One of the most noteworthy comments from the surveys is the need for a common reference system
or CARS as pilots are shown the AGL height referred to take-off point, but different elevations

cause different altitudes even though same value is shown to all pilots.

Then, one of the pilots wrote the following additional comment, which serves as a proof of the Success
criteria #2.3-001: ‘The services are gradually improving, which is a good prospect. Corrections of the
distance and heading now OK’.
Finally, another comment from another Pilot is highlighted, reflecting the need for separation
management in U-space airspaces: ‘In an industrial scenario such as the harbor, where noise of
machinery and boats is continuous reduced situational awareness regarding detection of nearby
aircraft based on their sound. Separation services is especially useful in this kind of scenarios mitigating
the loss of situational awareness’.

4.2.2.4 OBJ-02.4-V1-VALP-001
Description:
This sub-objective consists of checking that the delays assumed to compute reference separation
minima are reasonable.
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Success criteria:
•

CRT-BUBBLES-V1-VALP-02.4-001: measured delays should be similar that the ones used in
D4.1 to calculate the separation minima.

Results:
To test this objective, it was measured the times from when the UTM platform detected the conflicts
until the pilots were alerted and could solve them.
The problem encountered here is that as the pilot already knew where the other drone was and the
evasive manoeuvre he had to take, as the situation was discussed at the start of each mission for safety
reasons, the conflict was solved very quickly, without achieving a representative value for response
delay times.

Conclusions:
Coming back to the comments in objective #2.1, many conflicts were extended in time to check that
the alerts were raised at the right distances and to see if they were too long or too short with the naked
eye.
Therefore, delay times could not be measured correctly, and this objective remains unfulfilled.
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4.2.3 OBJ-03-V1-VALP-001 Results
The third general Validation Objective (OBJ-BUBBLES-V1-VALP-01.0) is focused on evaluating the KPIs
of the BUBBLES communications platform under nominal conditions, as well as to evaluate the impact
of faults and abnormal conditions.
For this purpose, the communications disturbance and shaping tool was used to provide the means to
constrain/disturb the traffic in a transparent and controlled way, for test purposes. This was done
originally to fulfil the objectives of validation exercise #3, as well as to provide evidence for the
Availability note for the xPM tool (D7.1 [7]), a deliverable that also describes the BUBBLES
communications architecture into detail.
Tests were performed using the UAV agent implemented in the scope of the BUBBLES communications
platform development effort. The following aspects were considered:
•

Network link emulation accounted for several different scenarios, namely: specific
bandwidth rates, packet loss and Round-trip-time (RTT) latency.

•

The different scenarios for the validation purposes were run multiple times with different
communication profile configurations.

The communications agent that was used, as well as the remaining communications architecture, fault
injection and simulation components used for the exercise 3 tests, were deployed on the UC-UPV
testbed, documented in D7.2 [8] and reproduced in Figure 17.

Figure 17. Logical testbed scenario used for exercise 3 tests

Network emulation parameters were configured by means of a control agent (sidekick, described in
deliverable D7.2 [8]) which allows for remote configuration of the network emulator parameters by
the fault configuration tool.
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Figure 18. Communications Platform Monitoring Instrumentation concept

Communications Performance Monitoring is implemented by means of platform instrumentation, at
the UAV agent, and edge and core brokers (see Figure 18). In line with the exercise #3.1, #3.2 and #3.3
objectives, we consider throughput, scalability, and latency attributes for the communications
platform. Such mechanisms will provide the measurements used to evaluate communications KPIs.
This objective is split into another four sub-objectives, described next.

4.2.3.1 OBJ-BUBBLES-V1-VALP-03.1
Description:
The objective is to evaluate the throughput KPIs for the communications platform, for nominal and
abnormal conditions.

Success Criteria:
•

CRT-BUBBLES-V1-VALP-03.1-001: The throughput under nominal conditions allows for support
telemetry sources, accordingly with a predefined threshold, on the simplest communications
system topology (1 core and 1 edge broker). For abnormal conditions, individual telemetry
links should perform adequately within established packet loss and delay boundaries.

Results and conclusions:
Normal conditions
Throughput tests were run to measure the throughput of the communication infrastructure, for
capacity estimation. In these tests, the UAV agent (which incorporates a DDS publisher), produces an
unlimited number of messages to the edge broker and core brokers. The throughput is the number of
messages consumed by the consumer on the broker side, counted for each test. No type of reliability
was configured for DDS, for these tests, as it would increase latency due to packet retransmission.
The throughput tests (sub-objective 3.1) were undertaken with the simplest possible topology, with
one topic (see the table below), and 1, 5, 10, or 20 DDS Publishers, all simulating an unlimited number
of drones sending telemetry to one Edge broke which, by its turn, sends the messages received to one
Kafka (Core) broker. Finally, a Kafka Consumer instrumentation agent will receive these messages and
monitor the reception counters.
Scalability Tests
1 topic

UAV instances
1,5,10,20
Table 79. Test scenarios for exercise 3.1
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When only one broker is used, only one partition is used for the topics. Figure 19 presents the results
for the end-to-end throughput tests, undertaken for 5 runs of 10m.

Figure 19. Aggregated end-to-end message throughput, 1 edge + 1 core broker scenario, with one topic
(runs of 10 minutes)

These tests were executed with no QoS delivery guarantees, to remove the overhead of packet
confirmation and retransmission mechanisms. Results depict a stable scenario in which consumers are
able to process around 830 messages per second, on average, for the simplest broker topology. The
VM responsible for creating all the different communication agent processes might have been
resource-bound, which might explain the small losses in message throughput throughout the 10minute run, for the 20 UAV scenario. Nevertheless, results can be characterized as adequate, especially
if considering that this corresponds to the simplest topology for message transport.
Abnormal conditions
Verification of the impact of communications disturbances intend to assess and measure both the
message throughput and RTT latency under non-nominal conditions (due to abnormal or degraded
situations), in line with the MEDUSA methodology. For this purpose, the network emulator bridge is
used to introduce disturbances in a controlled way, allowing for the communications platform
instrumentation to assess and monitor their impact. DDS delivery QoS was established with at-leastonce semantics for these tests, in order to guarantee message delivery, at the expense of dealing with
the overhead of the recovery and confirmation mechanisms.
Abnormal Conditions
Packet Loss (%)
RTT Latency (ms)
Bandwidth (kbit/s)

Values
0.5, 1, 5, 10, 20
10, 30, 50, 100
25, 50, 100, 250

Scenario
1 UAV, 1 Edge, 1 Core

Table 80. Test scenarios for abnormal conditions

For bandwidth, the test threshold choice criteria were based on an intersection of the common ranges
found across popular technologies, together with the feedback obtained from the interactive
explorative process. For instance, certain bandwidth values were entirely irrelevant for some tests due
the QoS level in use and the number of drones were not even close to exhausting them. The
preliminary tests showed that bandwidths bigger than 250 kbit/s did not affect communication
performance, so the range of bandwidths picked encompassed 25, 50, 100, and 250 kbit/s.
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The iPerf3 tool was used to validate test conditions involving bandwidth restrictions (Figure 20). iPerf3
was used to tune and validate the enforcement of the bandwidth, packet loss and latency parameters
configured in the network emulator bridge. Bidirectional tests were undertaken to confirm that the
enforced shaping policies were correctly deployed.
Once again, latency was measured for RTT. Therefore, the latency thresholds used for the tests also
refer to RTT values, to ease interpretation. The set of RTT latency values used for the tests includes 10,
30, 50, and 100ms. Packet loss was also considered, based on the values found on the literature review:
0.5 %, 1 %, and 5 %, to which we added two significantly adverse condition thresholds, for 10 % and
20% packet loss.
Tests for abnormal communications conditions were performed for a single UAV instance, producing
a controlled number of messages via DDS topics to one Edge broker (at a rate of 50 messages per
second). The communications platform instrumentation as used to create selective monitoring loops
at the core and edge broker layers, also allowing for the UAV agent side to calculate timestamp deltas.
All test runs had a duration of 10 minutes.

Figure 20. Validation of bandwidth thresholds using iPerf3 for nominal (top) and test conditions (botom)

Message throughput tests for restricted bandwidth produced the results depicted in the next table.
These results establish the bandwidth baseline for the UAV-to-edge link requirements at around
250kbit/s.
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Bandwidth

Average

SD

Max

Min

25 Kbit/s
50 Kbit/s
100 Kbit/s

1,337
1,703
1,873

643
91.7
139

2,464
1,791
1,997

849
1,599
1,642

VALIDATION REPORT (VALR)

250 Kbit/s

30,050

60

30,123

29,971

Table 81. Aggregate message throughput with restricted bandwidth (end-to-end)

This is partly due to the overhead caused by the use of at-least-once semantics, since the raw message
stream is estimated at 100kbit/s (this also explains the low results for other test thresholds, as the DDS
publisher retries fill the retransmission queues). Nevertheless, one must take into account that our
emulated UAV is updating at 50 messages/s.

4.2.3.2 OBJ-BUBBLES-V1-VALP-03.2:
Description:
Evaluation of the scalability of the communications platform, for nominal conditions.

Success Criteria:
•

CRT-BUBBLES-V1-VALP-03.2-001: The throughput improvement under nominal conditions
allows to demonstrate the benefits of added replication in terms of overall capacity.

Results and conclusions:
For scalability tests (see Table 82) two topics were used, with 1, 5, 10, or 20 DDS Publishers producing
messages, per topic. Two Edge brokers were running, each listening to one topic. Both sent messages
to the same Kafka topic, which two Kafka brokers will share. In the end, there were two Kafka
Consumer instrumentation agents of the same consumer group, consuming the messages sent by the
Edge brokers and keeping track of the reception counters.
Scalability Tests
2 topics

UAV instances
1,5,10,20 (per topic)

Broker Mix
2 Edge, 2 Core (1 topic each)

Table 82. Test scenario for scalability test

Two partitions were created when two brokers are being used so that brokers are responsible for
different partitions. The partitions are also configured to set their replication rate to two, in the twotopic scenario, as setting the replication rate with one broker does nothing. Since Edge brokers
communicate to random partitions when two brokers are used, they should be used equally.
Figure 21 presents the results for the test with 2 edge brokers and two core brokers, with two topics.
For this test two Edge brokers were listening to one topic each, both sending messages to the same
Kafka topic, which two Kafka brokers will share. In the worst possible case we got ~1080 messages/s.
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Figure 21. Aggregated message throughput, 2 edge + 2 core broker scenario with 2 topics

It must also be mentioned that the first scenario has 2 drones, one for each edge broker topic. It was
observed that neither a replication factor of 2 nor the number of partitions affect the number of
consumed messages in a significant way. With just one drone with one topic vs. two drones with two
topics, the latter has almost doubled the message transport capacity. However, the advantage
between the 1-topic scenario and 2-topic scenario degrades as more drones start to connect to the
edge brokers. Overall, the Communication Platform reaches around 650,000 messages with two topics
and twenty drones, compared with the 490,000 with one topic and 20 drones.
In both tests (1 and 2 topics), the values for the 10-drone and 20-drone scenarios are similar, and the
values for 5-drone scenarios only have a more significant difference in the two-topic tests, which seems
to suggest a resource-bounded related issue, creating a bottleneck affecting the OS scheduler
performance.

4.2.3.3 OBJ-BUBBLES-V1-VALP-03.3
Description:
Evaluation of the end-to-end and UAV-to-edge latency for the communications platform, in nominal
and abnormal conditions.

Success Criteria:
•

CRT-BUBBLES-V1-VALP-03.1-001: The latency overhead under nominal conditions should allow to
support telemetry sources, both for UAV-to edge and UAV-to-core tests, accordingly with a
predefined threshold, on the simplest communications system topology (1 core and 1 edge
broker). For abnormal conditions, individual telemetry links should perform adequately within
established packet loss and delay boundaries.

Results and conclusions:
Normal conditions
Latency tests are focused on Round Trip Time (RTT) latency measurements for message propagation.
By measuring the timestamp when the UAV sends a message and comparing it to the timestamp when
it receives the message, RTT latency can be measured.
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This approach avoids the need to deal with clock synchronization and precision issues that are involved
when two different hosts are involved in a test run. For this purpose, platform instrumentation
components had to be developed (see Figure 17), for the UAV agent, as well as for the Edge and Core
brokers, allowing to selectively activate loops to measure UAV-to-edge and UAV-to-core message RTT
latencies (see Table 83), thus enabling the use of differential timestamp calculations to analyse results.
RTT latency

UAV instances

Broker Mix

UAV to edge
UAV to core

1,5,10,20
1,5,10,20

1 Edge, 1 Core
1 Edge, 1 Core

Table 83: Test scenarios for exercise 3.3

UAV-to-core Latency tests used sets of 1, 5, 10, or 20 Drones, all producing a controlled number of
messages via DDS topics to the broker layers (see Table 79). The edge broker sends the messages to a
Kafka (Core) broker, where an instrumentation agent will forward the messages to another Kafka topic.
The counterpart component on the edge broker will, by its turn, send those messages to the UAV
instrumentation agent, allowing to compare the timestamp deltas. Latency tests use a controlled
telemetry message rate fixed at 50 Hz, so that when 20 drones are used, the messages are produced
roughly above the maximum measured throughput of the communication platform. Moreover, DDS
QoS with at-least-once delivery discipline was enabled, providing delivery guarantees for the messages
that were sent (with the imposed side effect of the confirmation and retransmission mechanisms).
Table 84 shows the RTT latency values for UAV to Core communications. For 1, 5, and 10 drones, the
average RTT latency is less than 2 ms, with the first two having max values lower than 100 ms and the
ten-drone scenario reaching values of half a second. Although the maximum value significantly
increases in the ten-drone scenario, the standard deviation shows consistency in the measured
latencies. This results in about six hundred thousand messages being sent over the 10-minute run,
which is higher than the maximum throughput for the one edge/one broker scalability tests results.
Num. UAS

Avg (ms)

1 drone
5 drones
10 drones
20 drones

1.3
1.3
1.6
55.5

SD (ms)
0.5
0.5
2.3
53.9

Max (ms)

Min (ms)

38
24
505
698

1
1
1
8

Table 84: Test results for the UAV-to-core RTT latency test

UAV-to-core RTT latency tests were executed using with a limited number of messages per second to
understand how the system would behave under normal conditions. These tests were executed using
simplest broker topology: one edge and one core broker. A sending rate of fifty messages per second
(50Hz), results in about six hundred thousand messages being sent over the 10-minute run for the 20drone scenario, which is roughly higher than the maximum throughput for the one edge one broker
throughput tests results – as such, this scenario presents significantly more latency, but that was
expected to be, as the throughput of 20 drones is over the limit of the simplest topology. Still, an
average of 55.5 ms RTT latency is considered satisfactory for a platform operating outside its limits.
Table 85 presents the RTT latency values for UAV to Edge communications, for each scenario. The UAV
to edge latency tests present values lower than 0.5 ms RTT latency, even in the twenty-drone scenario.
# Drones
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1 Drone
5 Drones
10 Drones
20 Drones

0.2
0.3
0.3
0.3

0.4
0.5
0.5
15

12
34
46
353

Table 85: Test results for the UAV-to-edge RTT latency test

As the number of drones increased, the number of outliers also increased. There is a clear jump from
ten drones to twenty drones in terms of outliers, from 46 ms to 353 ms. However, the standard
deviation does not increase much comparing the one-drone and the twenty-drone scenarios, which
shows the consistency of the latency values from drone to edge.
Another aspect may have to do with propagation latency: overall values for RTT latency tests were
very low because the Validation Platform is completely virtualized, using virtual switches for ethernet
connections. This has the benefit of reducing the impact of network latency on the RTT results, which
are mostly due to broker service processing latency – for these tests, there was no imposed network
restrictions of any kind.
Abnormal conditions
As for bandwidth constrained RTT latency tests (see Table 86), results corroborate the conclusions
obtained from the throughput tests. The RTT latency values between consecutive packets constantly
increase for the duration of the run, as more messages are produced than consumed (and thus, often
lost, retransmitted and/or queued). The use of at-least-once semantics for the DDS link between UAV
and edge is the reason for these results – this also means that disabling these mechanisms when
abnormal situations are detected may be a valuable countermeasure to save bandwidth and help
dealing with extremely constrained situations.
Bandwidth
25 Kbit/s
50 Kbit/s
100 Kbit/s
250 Kbit/s

Average

SD

Max

Min

404,550
288,955
111,942
11.5

109,553
132,621
55,228
0.6

517,965
517,915
484,293
27

265,854
273,990
104,977
11

Table 86: RTT latency with restricted bandwidth (end-to-end)

These results also confirm that 250 kbit/s is perfectly adequate for a 50 message/s stream, with an
average result of 11.5 ms RTT Latency from UAV to Core.
The next tests rounds are the for artificially imposed RTT latency, to help understand the overall
throughput and latency impact when additional latency is being imposed by the network emulator.
The next figure presents test results for the average aggregate number of messages consumed over
10m runs.
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Figure 22: Aggregate message throughput with link latency constraints (1 edge + 1 core broker scenario)

On average we have 50 messages/s in almost all cases, due to pipelining effects (a constant latency
imposed on the link will influence the start of the stream, but afterwards messages will be sequentially
sent). RTT results (Figure 23) shows that measurements vary in line with the communications link
latency, with standard deviation being quite stable in all tests (around 0.6 ms).

Figure 23: RTT latency with link latency constraints (1 edge + 1 core broker scenario)

Packet loss tests are divided into two categories: with and without additional imposed latency. Figure
23 shows the results for messages and Figure 24 presents the results for RTT latency measurements,
both for scenarios without additional imposed latency.
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Figure 24: Aggregate message throughput with packet loss (1 edge + 1 core broker scenario)

Regarding throughput results, the number of messages consumed with different packet loss thresholds
behaved as expected. As the loss percentage increases, the throughput decreases. Under 1% loss, 50
messages/s is attainable, but from then on, packet loss takes its toll. The use of at-least-once semantics
also play an important role here, as the RTT overhead for confirmation and retransmission mechanisms
necessarily imposes an overhead.
As for RTT latency results (Figure 25), these also in line with expectations, from 0.5% to 5% packet loss.
The communication platform also performed adequately in the range of 10 to 20 ms RTT latency.
Beyond 10%, degradation increases – however, it must be said that for 10% packet loss, the platform
still performed better than expected, as it managed to deliver messages under 40ms RTT, on average.

Figure 25: RTT latency with link packet loss (1 edge + 1 core broker scenario)

Overall, the max RTT value increases considerably as the packet loss increases, as it has a snowball
effect. If the message is lost multiple times (in consecutive retries), max values will also increase. With
more packet loss, this is more probable, thus explaining why max values are also increasing.
The following two figures present the test results for packet loss, added with a 10 ms RTT additional
link latency. Figure 26 shows the aggregate message throughput test results, and Figure 27 presents
RTT latency measurements.
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Figure 26: Aggregate message throughput with packet loss + 10 ms latency (1 edge + 1 core broker scenario)

Message throughput measurements for packet loss values with 10 ms RTT latency have shown the
platform to perform well until a 5% packet loss threshold, with 10% and 20% packet loss scenarios
getting six thousand messages less comparing to the scenarios with packet loss and no additional
latency. While an approximate average of 25 messages/s was still attainable, latency proved to be the
big problem, as next seen.

Figure 27: RTT latency with link packet loss + 10ms latency (1 edge + 1 core broker scenario)

For RTT latency results (Figure 27) it is observed that the communications platform performed
adequately, for 0.5% to 1% scenarios. With 5% and 10% packet loss scenarios there is a much higher
latency penalty. The 20% packet loss scenario took almost ten times more time on average to receive
the messages than in the packet loss with no additional latency scenario.
The small amount of added latency has severe consequences on the performance of the
communication platform, especially when mixed with other factors such as packet loss. This can be
attributed to the reliability policy of the DDS publisher, how much time the publisher waits before
retrying to send lost packets. If too small, the publisher will flood the channel with messages. If too
big, the latency for lost packets increases.
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Conclusions on scalability and latency tests for communications disturbances (OBJ-3.1, OBJ3.2 and OBJ-3.3)
Scalability results for the communications platform demonstrated that message throughput increases
as more edge and core brokers are added. In the worst-case scenario, results for 20 drones and only 2
edge and core brokers, showcased the ability to process ~1080 messages/s.
Latency tests with a controlled message rate on the ten-drone/one topic scenario showcased ~2ms
RTT latency time. In the 20 drone scenario (the estimated limit for the baseline topology), with the
communication platform managing to deliver a 56ms RTT latency. Also, UAS-Edge communications
latencies were extremely low.
The platform depicted the ability to maintain acceptable values for RTT latency with packet losses in
the order of 5% and 10%, averaging 15.6ms and 33.3ms RTT latency, respectively. Overall, obtained
results allowed to establish the minimum bandwidth requirements for the UAV communications link
(250kbit/s, with at-least-once delivery guarantees), as well as to understand the impact of latency on
message delivery.
Finally, it should be noted that, as expected, the mix of the DDS QoS level combined with packet losses
and latency had a considerable side effect in terms of message delivery latency as packet loss increases
– a side effect of the confirmation and retransmission mechanisms, which is aggravated by the RTT link
latency (thus affecting all the back-to-back exchanges required to implement these mechanisms).
Finally, it must be said that these tests proved the BUBBLES RCP specifications documented in the
Deliverable 6.5 (see Table 87) to be achievable by the communication system, with the exception being
the case of significantly degraded conditions, like minimal bandwidth or extreme packet loss, were the
communication platform takes longer than 1 second on one-way measurements (RTT above 2000ms).
Scenario
1
2
3

Delay Tracking
Avrg (s)
4
2
1

Delay Tracking
Stddev (s)
2
1
0.5

Delay Separator
Avrg (s)
4
2
1

Delay Separator
Std. dev (s)
2
1
0.5

Table 87. BUBBLES Requirements for Communications Performance (RCP)

4.2.3.4 OBJ-BUBBLES-V1-VALP-03.4
Description:
This validation objective assesses the impact of GPS accidental failures and GPS Spoofing attacks in the
surveillance performance monitoring service and conflict rate metrics. The main objective is to prove
that the number of conflicts generated as a consequence of faults/failures/threats injected is lower
than a predefined threshold. Also, the impact of faults/failures/threats injected on aeronautical
surveillance service is less than a predefined threshold.
In this experiment, 14 fault/failure types were identified, taking into consideration of 3 different
conditions, i) Faulty Conditions (i.e., internal GPS failure or reception of incorrect data); ii) Abnormal
Conditions caused by external factors (e.g., unavailability of GPS signals), and iii) Security conditions
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(e.g., hijacking), which are the most common conditions that a drone’s GPS may face. The list of 14
fault types is presented below:
1. Fixed Valid values: Fixed valid value as GPS sensor input for Latitude, Longitude and Altitude.
(Faulty and security conditions)
2. Fixed Invalid values: Fixed invalid value as GPS sensor input for Latitude, Longitude and
Altitude. (Faulty and security conditions)
3. Missing Values: Not receiving input values from GPS sensor. (Faulty and Abnormal conditions)
4. Freeze values: Receiving same frozen GPS sensor input values for Latitude, Longitude and
Altitude. (Faulty and Abnormal conditions)
5. Random value: Receiving valid random GPS sensor input values for Latitude, Longitude and
Altitude. (Faulty and Abnormal conditions)
6. Min value: Receiving valid minimum GPS sensor input values for Latitude, Longitude and
Altitude individually per fault. (Faulty conditions)
7. Max value: Receiving valid maximum GPS sensor input values for Latitude, Longitude and
Altitude individually per fault. (Faulty conditions)
8. Fixed Noise: Receiving a fixed value of noise in GPS sensor input values for Latitude, Longitude
and Altitude. (Faulty and Abnormal conditions)
9. Random Noise: Receiving a random value (in range) of noise in GPS sensor input values for
Latitude and Longitude. (Faulty and Abnormal conditions)
10. Random Latitude: Receiving a random value in GPS sensor input values for Latitude. (Faulty
and security conditions)
11. Random Longitude: Receiving a random value in GPS sensor input values for Longitude. (Faulty
and security conditions)
12. Random Position: Receiving a random value in GPS sensor input values for Latitude, Longitude
and Altitude. (Faulty and security conditions)
13. Slow Force Landing: Forcing a drone to land by slowly increasing its GPS sensor input values
for Altitude. (Security conditions)
14. Hijack: Forcing the drone to move/land by tampering with its GPS sensor input values for
Latitude, Longitude and Altitude. (Security conditions)
For each fault/failure type, the fault injection experiment is conducted for 4 different durations (i.e.,
2, 5, 10 and 30 seconds). Each fault instance was injected in the tactical phase at random time between
30 seconds to 60 seconds after the completion of take-off. For some fault types (e.g., Random Noise),
more than one test cases were experimented. The result is a total of 74 cases to be studied.

Success Criteria:
•

CRT-BUBBLES-V1-VALP-03.4-001: The number of conflicts generated as a consequence of
faults/failures/threats injected is lower than a predefined threshold. Also, the impact of
faults/failures/threats injected on aeronautical surveillance service is less than a predefined
threshold.

Results:
The effect of the impairment’s injection can be directly seen comparing the faulty trajectories against
the golden trajectories.
Although a straightforward and quantitative analysis of the faults impact could be done this may not
represent the real impairments effects from a UTM point of view. A more thorough study in two
perspectives in line with the U-space concept of operations (U-space Concept of Operations) was
carried out. Thus, this approach intends, on one hand, to assess and analyse the impairments effect
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on a UAS conflict detection tool and on a surveillance performance evaluation tool and, on the other
hand, to relate the assessment done for each tool to find a preliminary set of metrics values in the
surveillance performance metrics that may lead to a safety action in terms of UAS separation
management/conflict management.
Assessment of the impact on the conflict
In order to make the trajectories as realistic as possible, they are processed by a kalman filter before
being consumed by the conflict-counting algorithm. We do it to simulate the behaviour of a real UAS
tracker. This effect is reflected in the results in which the fault injection duration is of 2 seconds, where
the difference between the faulty and golden run are practically negligible and do not affect the system
(because the kalman filter absorbs the effect of short duration failures). In Figure 28, the difference in
the number of conflicts between the faulty run and the Golden run, does not exceed 2 conflicts in any
of the studied cases. This maximum value occurs in the case of minimum altitude error, the rest of
values varies between 1 or 0.

Figure 28: Impact on conflict metrics (fault injection duration: 2 seconds)

Figure 29: Impact on conflict metrics (fault injection duration: 5 seconds)
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The results obtained for fault injection duration of 5 and 10 seconds (Figure 29 and Figure 30) shows
that the number of conflicts increases significantly when Minimum Lat/Lon and Maximum Lat/Lon fault
types are injected. This is due to the fact that at the same instant of time, all the drones move towards
the same direction, producing that the trajectories approach to each other increasing the number of
conflicts. In the cases in which the position of the drones is modified, such as random lat/lon and
random position fault types, a similar effect is observed but the number of conflicts is not as high as
the previous cases. Since the values selected for these cases are random, the directions the drones will
take are highly dependent on these points and therefore directly influencing whether the drones
trajectories will converge into each other, causing a new conflict.
The results for the fault injection duration of 30 seconds (Figure 31) show that the impact of previously
mentioned fault types (Minimum Lat/Lon and Maximum Lat/Lon) becomes even more significant when
the fault is injected for a longer period of time. For instance, in the case of (Random Lat/Lon), the
number of conflicts increases from 21 to 45 with fault duration of 30 seconds.

Figure 30. Impact on conflict metrics (fault injection duration: 10 seconds)

Figure 31. Impact on conflict metrics (fault injection duration: 30 seconds)
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From the results presented in Figure 31, we also observed that the fault type of Missing Values causes
a significant decrease in the number of conflicts when compared to the gold run results. This happens
due to the fact that the PX4 position estimate falls below acceptable levels which is caused by GPS loss
(injected fault). This triggers the Position Loss Failsafe, causing UAVs to descend to the ground,
aborting the mission.
The rest of the fault types shown in the figures are not affecting the conflict metrics to the same extent
as those analysed in this section. This is due, on the one hand, to smoothing of the trajectories by the
Kalman filtering that Tracker uses internally and, on the other hand, to the conflict algorithm, in which
a conflict must last for at least 5 seconds to be considered as a positive conflict.
Assessment of the impact on the surveillance performance
Figure 32 shows the impact of injected fault types on the Probability of Update for various fault
injection duration.
The probability of update depends on several factors: lost/incomplete/damaged reports/packages,
latency, jitter, and, to a less important extent, positioning error. Here, this metric is mainly affected by
GPS errors caused either by faulty, abnormal, or security conditions.
The results show that most of the fault types (Valid/Invalid Fixed Values; Random values, position,
latitude, and longitude; Min/Max latitude, longitude and altitude; Random noise (large), and the
Hijack), even when injected for a short period of time, had an impact on this metric, and the impact
increases by increasing the fault injection duration.
The degradation of the performance metrics happens due to the fact that these impairments increase
the positioning error greatly. The impact on this metric is even more significant when the fault injection
duration goes above 30 seconds. In these cases, the PU falls below 90%. In contrast, freeze values,
minimum altitude, slow force landing, small fixed noise, and small random noise faults do not affect
this metric critically.

Figure 32. Probability of Update
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Figure 33. Probability of Long Gap

Figure 33 present the impact of impairments on Probability of Long Gap (PLG). When the "gap"
between true TRs becomes beyond 3UI or 4UI, we consider it as a sensitive situation as the UI is equal
to 1 second, and the maximum speed considered for each drone in this study is up to 20 m/s. The
results show a similar impact on PLG when compared to PU. The reference values (based on gold runs)
for this metric are around 0.03%, therefore, when faults are injected for more than 2 seconds, this
metric hardly meets the requirement for TLS.
Figure 34 presents the impact of the injected faults on the Probability of False Track (PFT). This metric
is only affected by the positioning error and, by definition, indicates how likely it is that there is a given
time-correlated spatial error bias on a given sensor. Thus, Small random values injected into latitude,
longitude and altitude do not affect PFT significantly. The impact becomes severe when large random
values are injected. No negative effect if observed in the case of freeze values, minimum altitude, and
fixed noise faults. This happens because with the freeze values and missing values, no positioning error
is injected. In the other cases the injected values are not high enough to observe any false telemetry
report in the faulty runs.

Figure 34. Impact on Probability of False Tracks
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Conclusions:

The results suggest that these conditions have a significant impact on both the conflict and surveillance
performance metrics. Internal GPS failures such as maximum values and missing values (which forced
the drone to land) tend to have a greater impact on conflict metrics. On the other hand, it has also
been observed that the small duration of these issues does not affect the metrics, but longer duration,
such as 30 seconds or more, has a significant impact, especially on surveillance performance metrics.
The framework developed and results give us indications on how the U-space services can collaborate
to continuously monitor the communications and surveillance systems in order to manage conflicts to
ensure UAV safe operation.
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4.2.4 OBJ-04-V1-VALP-001 Results
The fourth general Validation Objective (OBJ-BUBBLES-V1-VALP-04.0) is to validate the performancebased separation concept developed in the BUBBLES ConOps through real-time simulations.
This general VO is split into other two sub-objectives.

4.2.4.1 OBJ-04.1-V1-VALP-001
Description:
Validate through real-time simulations the theoretical effectiveness of the mitigation barrier of the
separation provision, through the parameter defined as Risk Ratio, as a function of a series of
requirements applicable to systems (SPR-INTEROP) and humans and of the separation distances.

Success Criteria:
•

CRT-BUBBLES-V1-VALP-04.1-001: The Risk Ratios (RRs) for tactical deconfliction obtained in
simulations are similar to the theoretical RRs.

Results and conclusions:
As explained in section §3.3.1.4, eight different simulations have been performed for this objective to
evaluate the effectiveness of tactical deconfliction processes when the distance (and thus, time)
threshold for the trigger of tactical conflicts is modified. These 8 simulations have been divided in 2
sets of 4 simulations. The first simulation of each set is the reference case without tactical
deconfliction, while the other 3 represent scenarios where tactical deconfliction is applied, with varied
levels of separation.
The following table shows the recorded average relative frequencies of occurrence of separation
events:
RF MAC
1.45E-04
2.5E-05
5E-06
3.5E-05
0
0
0
0

Simulation no.
1
2
3
4
5
6
7
8

RF NMAC
6.630E-03
1.015E-03
8.90E-04
8.70E-04
5.5E-05
3E-05
1.5E-05
5E-06

RF IC
1.2932E-01
1.8005E-02
1.7215E-02
1.6420E-02
8.6405E-02
1.1925E-02
1.0945E-02
1.0535E-02

RF SL
4.8893E-01
8.5770E-02
1.0067E-01
1.8370E-01
4.4927E-01
8.0035E-02
9.2115E-02
1.6544E-01

Table 88. Results of occurrence probability of separation events

RF TC
2.6270E+00
2.6326E+00
2.0364E+00
1.4738E+00
2.5973E+00
2.5981E+00
2.0044E+00
1.4372E+00

Probability is translated to frequency/FH where P is the computed parameter, and N is the number of
operating aircraft in the airspace.
The following table shows the 95% tolerance intervals for a level of confidence of 95%, for the relative
frequencies of separation events.
RF MAC
Int -

Int +
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RF NMAC
Int -

Int +

RF Inm Coll
Int -

Int +

RF SL
Int -

RF TC
Int +

Int -

Int +
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-1.84E-04 4.74E-04

4.49E-03

8.77E-03

1.17E-01

1.42E-01

4.68E-01

5.10E-01

2.58E+00

2.67E+00

-1.27E-04 1.77E-04

1.63E-04

1.87E-03

1.54E-02

2.06E-02

7.83E-02

9.33E-02

2.58E+00

2.68E+00

-5.68E-05 6.68E-05 -5.99E-06

1.79E-03

1.43E-02

2.02E-02

9.29E-02

1.08E-01

2.00E+00

2.07E+00

-1.71E-04 2.41E-04 -5.77E-05

1.80E-03

1.33E-02

1.95E-02

1.74E-01

1.94E-01

1.45E+00

1.50E+00

0.00E+00 0.00E+00 -1.12E-04

2.22E-04

7.68E-02

9.60E-02

4.29E-01

4.70E-01

2.55E+00

2.64E+00

0.00E+00 0.00E+00 -9.99E-05

1.60E-04

9.04E-03

1.48E-02

7.34E-02

8.66E-02

2.55E+00

2.64E+00

0.00E+00 0.00E+00 -8.62E-05

1.16E-04

9.27E-03

1.26E-02

8.38E-02

1.00E-01

1.97E+00

2.04E+00

0.00E+00 0.00E+00 -5.68E-05

6.68E-05

7.87E-03

1.32E-02

1.55E-01

1.76E-01

1.42E+00

1.46E+00

Table 89. 95% Tolerance intervals for the relative frequencies of separation events obtained

Due to their rarity, there is not enough data to accurately predict MAC and NMAC relative frequencies,
causing the confidence intervals to be too broad, even including negative frequencies. The only
exception is the case of scenario no.1, where neither strategic nor tactical mitigations where applied,
and thus the number of recorded NMAC was higher than in the other scenarios.
Nonetheless, the target of the present exercise is related to the evaluation of IC (Inminent Collision),
SL (Separation Loss) and TC (Tactical Conflict), for which acceptable measures have been recorded.
The following table shows the risk ratios related to the application of tactical deconfliction, for the
three cases. While the risk ratios for MAC and NMAC are less statistically relevant, they have been
included in the table as well.
Risk Ratios (RR)

MAC

NMAC

IC

SL

Tac. Dec. with 2 sigma (Sim 2)
Tac. Dec. with 1 sigma (Sim 3)
Tac. Dec. with 0 sigma (Sim 4)

0.172
0.034
0.241

0.153
0.134
0.131

0.139
0.133
0.127

0.175
0.206
0.376

Table 90. Risk Ratios (RR) for only Tactical Deconfliction

As expected, the effectiveness of the tactical deconfliction barrier in preventing losses of separation is
reduced when T4 diminishes.
According to the results shown in the table, it can be deduced that, approximately 13% of the times,
the tactical deconfliction barrier fails to trigger since, according to the theoretical model, the
frequencies of MAC, NMAC and IC should be near zero in the absence of failure conditions. These
failures can be classified as: 1) the tactical deconfliction process is not triggered, and 2) the tactical
deconfliction process is triggered but fails to initiate. These failures are related to flaws in the
simulation model, such as the discontinuities created when aircraft leaving the area are replaced by
new ones, which may be too close to other aircraft to trigger an appropriate tactical deconfliction
process. This failure probability is also influenced by the tactical deconfliction threshold and is reduced
when T4 diminishes. The recorded failure ratio for the initialization of tactical deconfliction is 5.78%,
5.24% and 4.8% for simulations 2, 3 and 4 respectively. The frequencies of failure condition 1) have
not been computed but can be deduced by the risk ratios and has been estimated at approximately
8.2%.
Considering the failure probability (𝑃𝑃𝑓𝑓 ) as the combination of both failure modes, the achieved risk
ratio in normal/abnormal conditions (rr) can be expressed after the following transformation:
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𝑟𝑟𝑟𝑟 =

(𝑅𝑅𝑅𝑅 − 𝑃𝑃𝑓𝑓 )
1 − 𝑃𝑃𝑓𝑓

Risk Ratios - rr
Tac. Dec. with 2 sigma
Tac. Dec. with 1 sigma
Tac. Dec. with 0 sigma

𝑷𝑷𝒇𝒇
0.140
0.135
0.130

SL
0.0412
0.0820
0.2824

Table 91. Risk ratios (rr) for only Tactical Deconfliction

The theoretical risk ratio for normal/abnormal conditions and the 0-sigma scenario is 0.5 for the worstcase (both aircraft at the same height). The obtained result (0.2824), which is close to half of the
theorical value, is congruent with a randomized height difference at the start of each tactical conflict,
as is the case in the simulated scenarios.
Increasing T4 by a single standard deviation has a great benefit in the risk ratio, reducing it by
approximately 71%. Increasing T4 again by another standard deviation gives diminishing returns, with
a reduction of 50% of the risk ratio.
The following table shows the risk ratio for the strategic deconfliction process that has been modelled
into the simulation tool. Based on the complete reduction of MACs and the extreme reduction of
NMACs, it can be concluded that the strategic deconfliction process has no intrinsic failure condition.

Risk Ratio for SD

MAC

NMAC

IC

SL

TC

0.000

0.008

0.668

0.919

0.989

Table 92. Risk Ratios (RR) for Strategic Deconfliction

From the obtained results it is noted that, even though strategic deconfliction processes barely reduce
the frequency of tactical conflicts, they do indeed reduce the probability a tactical conflict will escalate
to an imminent collision or an NMAC if no tactical measures are taken.
The following table shows the risk ratios for tactical deconfliction, when strategic deconfliction has
been previously applied. The results for MAC and NMAC have been dismissed as they are not
representative due to their low statistical accuracy.
Risk ratios for TD when SD
Tac. Dec. with 2 sigma
Tac. Dec. with 1 sigma
Tac. Dec. with 0 sigma

IC

SL

0.138
0.127
0.122

0.178
0.205
0.368

Table 93. Risk Ratios (RR) for Tactical Deconfliction when Strategic Deconfliction is applied

The results obtained for the risk ratios when strategic deconfliction has been previously applied are
nearly identical to the cases in which strategic deconfliction has not been used. From this, it can be
deduced that, given the appropriate contour conditions, the effectiveness of strategic and tactical
deconfliction processes can be evaluated separately if needed.
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4.2.4.2 OBJ-04.2-V1-VALP-001
Description:
Test the effectiveness of a horizontal, layer-based structure for the U-space airspace, when combined
with vertical manoeuvres for tactical deconfliction.

Success Criteria:
•

CRT-BUBBLES-V1-VALP-04.1-001: The number of conflicts generated as a consequence of the
resolution of another conflict should be much lower when a layered airspace structure is used.

Results and conclusions:
As explained in section §3.3.1.4, six simulations have been performed for this objective to evaluate the
effects on tactical deconfliction when adding more aircraft to the scenarios and when a vertical
structure is used. These 6 scenarios have been divided in 2 sets of 3 simulations, the first set with 5
UAS and the second set with 10 UAS. The first simulation of each set is the reference case with free
flight (no flight layers), the second simulation of each set is with 2 flight layers and then, the last one
with 4 flight layers. In all cases, as a conclusion of the previous objective, only Tactical Deconfliction is
applied.
The following table shows the recorded average relative frequencies of occurrence of separation
events:
Simulation
RF MAC RF NMAC
RF IC
RF SL
RF TC
no.
9
4.50E-05 2.34E-03 4.74E-02 2.11E-01 2.65E+00
10
6.75E-05 2.70E-03 5.19E-02 2.23E-01 2.73E+00
11
5.50E-05 2.51E-03 4.79E-02 2.11E-01 2.67E+00
12
13
14

9.33E-05
1.02E-04
8.67E-05

3.74E-03
3.89E-03
3.64E-03

6.88E-02
7.50E-02
7.05E-02

3.05E-01
3.24E-01
3.10E-01

2.67E+00
2.75E+00
2.70E+00

Table 94. Results of relative frequency of separation events per simulation

The following table shows the tolerance intervals for a level of confidence of 95%, for the relative
frequencies of the separation events. According to the confidence intervals, the statistical relevance
of the data regarding the frequency of MAC is not enough, as more simulated flight hours are required
for this purpose.
RF MAC

RF NMAC

RF Inm Coll

RF SL

Int -

Int +

Int -

Int +

Int -

Int +

Int -

-8.87E-05

1.79E-04

9.35E-04

3.75E-03

4.31E-02

5.18E-02

2.02E-01

RF TC
Int +

Int -

Int +

2.19E-01 2.61E+00 2.68E+00

-8.30E-05

2.18E-04

1.66E-03

3.73E-03

4.87E-02

5.50E-02

2.14E-01

2.31E-01 2.70E+00 2.77E+00

-7.87E-05

1.89E-04

1.50E-03

3.52E-03

4.35E-02

5.23E-02

2.02E-01

2.21E-01 2.65E+00 2.70E+00

-7.52E-05

2.62E-04

2.61E-03

4.87E-03

6.29E-02

7.48E-02

2.95E-01

3.16E-01 2.63E+00 2.71E+00

-5.76E-05

2.62E-04

2.65E-03

5.14E-03

7.08E-02

7.93E-02

3.10E-01

3.37E-01 2.71E+00 2.79E+00

-7.99E-05

2.53E-04 2.88E-03 4.40E-03 6.44E-02 7.66E-02 2.97E-01 3.23E-01 2.65E+00 2.76E+00
Table 95. 95% Tolerance intervals for the relative frequencies of separation events obtained
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As reference to compute the risk ratio, we use the results from simulation 1.
Simulation
no.
9
10
11
12
13
14

RR MAC

RR NMAC

RR IC

RR SL

RR TC

0.310
0.466
0.379

0.353
0.406
0.378

0.367
0.401
0.371

0.431
0.455
0.432

1.008
1.040
1.018

0.644
0.705
0.598

0.564
0.587
0.549

0.532
0.580
0.546

0.625
0.662
0.633

1.016
1.048
1.029

Table 96. Risk Ratios for only Tactical Deconfliction

As expected, the effectiveness of the tactical deconfliction barrier decreases when more aircraft
operate in the vicinity. It is important to note that the tactical deconfliction algorithms use in these
simulations are quite simple and are not able to solve conflicts between an aircraft already in conflict
and another aircraft which enters into conflict with the previous. This negative effect will be reduced
with the use of smart deconfliction strategies that allow optimal conflict solving when more than 2
aircraft are involved. Nonetheless, the expected effectiveness of tactical deconfliction shall be
evaluated using the expected traffic density, to guarantee the TLS is reached when at higher traffic
densities.
The following table collects the total amount of tactical conflicts triggered during the simulations, the
percentage of them that were triggered but failed to initiate (mainly because at least one of the aircraft
was already engaged in another deconfliction process), and the percentage of tactical conflicts that
were triggered as a result of a tactical deconfliction manoeuvre.
Simulation no.

TOTAL TC

FAILURES

CAUSED

9
10
11

1,059,713
1,093,273
1,069,928

31.46%
31.98%
31.54%

1.55%
1.77%
1.41%

12
13
14

1,201,258
1,238,343
1,216,904

47.73%
48.23%
47.89%

2.54%
2.88%
2.33%

2 (OBJ-04.1)

526,510

5.78%

0.21%

Table 97. Tactical Conflicts summary

According to the results, the airspace structure in 2 layers yields the worst performance, both having
increased frequencies of conflicts and worse effectiveness of the tactical deconfliction barrier. On the
one hand, the ‘artificial’ concentration of aircraft in these two layers increases the overall conflict
frequency. On the other hand, the distance between layers is not high enough to prevent tactical
deconfliction manoeuvres from generating new conflicts.
The airspace structure in 4 layers yields very similar results to the no-structure case. The total
frequency of tactical conflicts is slightly increased due to the concentration of traffic, although at a
much minor quantity than the 2-layer case. On the flip side, the effectiveness of the tactical
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deconfliction is barely affected, and the number of conflicts caused by tactical manoeuvres is slightly
reduced.
As a conclusion, the 4-layer structure is considered a feasible solution for the simulated scenarios,
because: 1) It has negligible negative effect on the conflict frequency and tactical deconfliction
effectiveness; 2) It enables traffic arrangement according to traffic classes (e.g.: higher-risk traffic
occupies the upper layers), to minimize the frequency of conflicts between traffic classes with different
risk and performances.
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4.2.5 OBJ-05-V1-VALP-001 Results
This general Validation Objective (OBJ-BUBBLES-V1-VALP-05.0) aims to validate the operational
feasibility and acceptability of U-space services simulated in BUBBLES mock-up II and their impact on
human performances in test-flights performed in relevant scenarios under nominal and abnormal
conditions.
This general VO is split into the following sub-objectives:

4.2.5.1 OBJ-05.1-V1-VALP-001
Description:
The objective is to test the BUBBLES Separation Management Environment (SME), the integration of
the components and their proper functioning, supporting a larger number of drones. For more
information on this validation exercise see the D5.1 Validation Plan BUBBLES deliverable [1] and
section §3.3.5 of the present document.

Success Criteria:
•

CRT-BUBBLES-V1-VALP-05.1-001: The BUBBLES SME platform timely detects almost all the
conflicts and issue the appropriate alerts to pilots to solve them.

•

CRT-BUBBLES-V1-VALP-05.1-002: Acceptable percentage of the detected conflicts that are
correctly classified according to their severity.

Results and conclusions:
After the flights, a post-analysis of the results of the BUBBLES SME platform was made. As an example,
a table of the first test of Day 1 of the flight tests with all the data collected is attached.
Conflict
Nº
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16

Telemetry_id
ADS-Phanthom
UPV-Mavic-1
PLV-Mzoom-2
BV-Madv-1
ADS-Phanthom
UPV-Mavic-1
BV-Madv-1
PLB-Mzoom-3
PLV-Mzoom-2
ADS-Phanthom
UPV-Matrice
PLV-Mzoom-2
UPV-Mavic-1
UPV-Mavic-1
PLV-Mzoom-2
UPV-Mavic-1
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Conf_Telemetry_id H_dist (m) V_dist (m)
BV-Madv-1
UPV-Mavic-2
PLV-Mzoom-1
BV-Madv-2
BV-Madv-2
PLV-Mzoom-2
BV-Madv-2
PLB-Madv-3
PLV-Mzoom-1
BV-Madv-2
PLV-Mzoom-1
PLV-Mzoom-1
PLV-Mzoom-2
UPV-Mavic-2
PLV-Mzoom-1
UPV-Mavic-2

610.8116
274.0286
532.3349
1.684166
606.1922
620.5061
37.37946
352.713
495.8747
581.9497
632.4459
207.2836
648.2681
321.275
645.4808
602.995

0.029272
0.054983
0.070862
7.215081
11.61749
42.56494
13.36258
0.037424
37.27145
45.51225
9.556736
23.37349
0.11698
40.17223
39.97509
31.53681

Duration Severit
Solved?
(s)
y
225.075
4
Yes
262.122
4
Yes
143.923
4
Yes
71.234
2
Yes
6.157
4
Yes
12.127
4
Yes
487.885
2
Yes
50.189
4
Yes
55.139
4
Yes
1.012
4
Yes
26.415
4
Yes
58.892
3
Yes
14.221
4
Yes
63.363
4
Yes
93.138
4
Yes
147.322
4
Yes
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17
18
19
20
21
22
23
24
25
26
27

PLV-Mzoom-2
UPV-Mavic-2
PLV-Mzoom-2
UPV-Mavic-1
UPV-Mavic-1
PLV-Mzoom-2
BV-Madv-1
UPV-Mavic-1
PLV-Mzoom-2
UPV-Mavic-1
UPV-Mavic-1

PLV-Mzoom-1
PLV-Mzoom-2
PLV-Mzoom-1
UPV-Mavic-2
UPV-Mavic-2
PLV-Mzoom-1
BV-Madv-2
PLV-Mdual-1
PLV-Mdual-1
PLV-Mdual-1
UPV-Mavic-2

649.8321
598.3344
654.3083
605.4076
597.049
651.2656
120.5974
442.3829
472.7329
470.7689
281.3091

39.4445
39.80797
39.89134
39.92454
39.99366
39.29654
18.75922
45.37117
39.2086
39.80508
41.1474

33.753
28.624
43.824
1.013
27.354
176.131
9.159
49.474
38.562
29.686

Table 98. Results for Test 1 (Day 1 of flights)

4
4
4
4
4
4
3
4
4
4
4

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
No

The following images show the graphs of the conflicts at each instant of time during all the flight tests.

Figure 35. Number of conflicts per instant time – First day flight tests

Figure 36. Number of conflicts per instant time – Second day flight tests

As a reminder, as described in the section of Deviations with respect to the Validation Plan, only two
flight tests were carried out on the second day, as the last two were cancelled due to rain
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Next, the summary table of all the tests performed is shown.
Test
1 - Day 1
2 - Day 1
3 - Day 1
4 - Day 1
1 - Day 2
2 - Day 2

Total Conflicts
detected
27
109
76
158
28
96

% Conflicts
Detected
81.67%
72.13%
88.17%
89.06%
95.12%
95.97%

Mean conflicts
% Conflicts
duration (s)
solved
82.92
96%
47.52
99%
37.70
99%
21.75
97%
29.13
96%
20.16
97%

Table 99. BUBBLES SME platform results

As can be seen, most of the conflicts were detected and correctly classified by severity. The undetected
conflicts, especially on day 1, were due to a breakpoint that remained in the code and stopped it at a
certain point. The rest of the cases were momentary MQTT server crashes or signal loss. Even so, all
the conflicts were successfully solved thanks to the alerts sent to the pilots, except for some specific
cases where the test ended before they could be resolved.
As a conclusion to the different tests, it should be noted that the one with the highest number of
conflicts was test 4 on the first day, in which the drones were flying at completely free altitudes. On
the other hand, flying in assigned flight layers reduced the number of conflicts by half. Test 1 of the
first day had the lowest number of conflicts, since it was a test where they flew in automatic mode and
all flight plans were deconflicted in the strategic phase.
Regarding tests 2 and 3 of the first day, which correspond respectively to manual flight with different
defined heights (drones organized by layers) and manual flight all flying at the same height (a single
flight layer), it is observed that there are approximately the same number of conflicts, although when
they were in the same layer they were less lasting, that is, easier to resolve since they had no one
above or below them and with a vertical manoeuvre they were resolved quickly. On the second day,
tests 1 and 2 correspond to the same exercises respectively. In this case, in the test of the predefined
heights much less conflicts are obtained, although they are a little more durable since having drones
both above and below, it cost a little more to stay free of conflict. So flying in structured airspace is
arguably safer in terms of number of conflicts, although resolving them costs a few seconds more on
average. When the layers are separated by a distance equal to 3 times the protection volume of the
aircraft, this is sufficient distance so that resolving one conflict does not cause another, thus allowing
a more efficient and safer use of U-space airspace compared to free altitudes, i.e. unstructured
airspace.
It should be noted that 95% of the conflicts were of severity 4, that is, tactical conflict alerts without
reaching the loss of separation, and only 2.23% reached the loss of separation. The rest of the cases,
less than 2% of the conflicts, were due to take-off or landing points that were too close together. Some
pilots had to move with their partners in order to charge the controls or batteries, thus flying closer
together.
Num. Conflicts
Severity 1
Severity 2
Severity 3
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3
6
11

Percentage
0.61%
1.21%
2.23%
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Severity 4
Total

474
494

95.95%

Table 100. Number of conflicts per severity

This proves that issuing an alert to the pilot is very useful to be able to resolve potential conflicts before
Collision Avoidance (Severity 2) is reached. With this it can also be concluded that the tactical
mitigation barrier has prevented 95% of tactical conflicts and loss of separation from evolving to be
considered imminent collisions, at which point Collision Avoidance would come into play.

4.2.5.2 OBJ-05.2-V1-VALP-001
Description:
Ensure that when performance of CNS services degrades, the separation minima are updated
accordingly. Separation Minima are updated by applying machine learning methods developed in D4.2
[10] by Uniroma1 through the Separation Minima Service (SMS) component integrated in the BUBBLES
SME platform (explained in deliverables D5.1 [1] and D5.3 [11]).

Success Criteria:
•

CRT-BUBBLES-V1-VALP-05.2-001: The BUBBLES SME platform must change the separation
minima appropriately when there is a degradation of the CNS performance.

•

CRT-BUBBLES-V1-VALP-05.2-002: The BUBBLES SME platform shall detect the conflicts at the
appropriate distance to the situation.

Results and conclusions:
To verify this objective, a subsequent analysis has been made on how the minimum separations have
been modified according to the state of the CNS, specifically according to the degradation of the GNSS
system and the update probability of the messages.
Next, the plots of the injected degradations for each of the days by hours and how this has affected
the minimum separations are shown.
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Figure 37. CNS performances - Day 1

Figure 38. Separation Minima - Day 1

As it can be seen, MAC and NMAC distances are not affected by the CNS performance. This is because
the first is an aircraft size dependent parameter and the other is a fixed value.
In contrast, the other 3 distances are affected when performance is degraded. In particular, a
degradation in GNSS affects the Vertical and Horizontal Positioning Accuracy (VPA/HPA) and packet
loss affects to the message update probability (PU), that is the % of drone target reports (or telemetry
reports) that have arrived at the tracker.
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When the Horizontal and Vertical Positioning Accuracy worsens with respect to the threshold level,
which has been set at 3m for Horizontal dimension and 3.5m for Vertical dimension, (see from 13:30h
onwards) the Imminent Collision distance is affected and therefore the other two external distances
are affected as well. The case of 14:12h stands out.
In the case of the PU, when this went below 100% it meant that the tracker had not received as many
messages as it should have, causing the tactical conflict distance, the outermost volume, to increase,
as this parameter adds a time buffer. The case of 13:08h stands out, when the tracker momentarily
stopped working due to a failure and the distances increased to almost double.

Figure 39. CNS performances - Day 2

Figure 40. Separation Minima - Day 2
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On the second day, the tests were much shorter due to rain. Here again, some cases can be observed
from which information can be extracted. Firstly, at around 12:58h, where the positioning accuracy
worsened to almost 5m and the distance of Imminent Collision can be seen to change. The same
happens at 13:18h.
Regarding the loss of telemetry packets, at around 12:52 a case of loss of more than 20% of the packets
is observed, causing the tactical conflict distance to increase. At around 13:19h, there is another case
of tracker failure, in which it is simulated to stop, with a packet loss of almost 50% and causing the
final separation distance to increase even further.
Then, an example of several conflicts is shown below, showing how the minimum separations and the
CNS status are altered at that moment. All conflicts shown are of severity 4, the columns H_SepMin
and V_SepMin show for each time the minimum separation distance from which the tactical conflict
alerts are triggered.
The conflicts are shown in pairs, with the first of each pair being a reference conflict with no
degradations, and the second being a case where the minimum separation distances have been
modified due to packet loss or positioning errors. The first conflict is with GNSS degradation only, the
second with packet loss, and the third a combination of both.
Conflict Nº
(Day-Test)

49 (D1-T2)
54 (D1-T2)
126 (D1-T4)
147 (D1-T4)
25 (D2-T1)
27 (D2-T1)

Telemetry_id_
1

UPV-Mavic-1
UPV-Mavic-2

Telemetry_id_
2

UPV-Mavic-2
UPV-Mavic-1

PU (%)

H_PA

V_PA

H_SepMin

V_SepMin

1
0.3175

1.973
2.218

0.191
0.189

643.535
1,843.534

45.733
120.733

(m)

(m)

(m)

(m)

1

1.233

0.565

606.650

45.733

PLV-Mdual-2

PLV-Mzoom1
PLV-Mzoom1

0.6330

5.573

5.009

849.272

63.669

BV-Madv-1
BV-Madv-1

BV-Madv-2
BV-Madv-2

0.9725
0.9959

1.961
3.998

1.404
4.116

659.279
668.960

45.733
46.925

PLV-Mdual-2

Table 101. Conflicts logged data example for OBJ-5.2

In the first case, conflicts 49 and 54 of test 2 of the first day of flights, there are two conflicts of severity
4 in which the distance at which the conflict was triggered is notably different. Just at the moment of
detection of the second conflict, there was a significant loss of packets, with the probability of update
dropping to almost 30%, which means that almost 70% of the drone target reports did not arrive,
corresponding to the case of the tracker failure at 13:08h, and therefore the separations increased
considerably, going from 643m to 1843m in the horizontal plane and from 45m to 120m in the vertical
plane.
In the third case, conflicts 25 and 27 of Test 1 of the second day of flights, a change in positioning
accuracy is observed, exceeding the established thresholds of 3 and 3.5m (for horizontal and vertical
error, respectively), affecting the minimum separations, which have increased from 659m to 668m in
the horizontal plane and from 45.7m to 46.9m in the vertical plane. In this case the PU does not affect
the separations as the threshold at which the minimum separations are updated is 95%, which means
>5% of packets lost.
Finally, in the second case (conflicts 126 and 147 of test 4 of the first day of flights), failures are
observed both in terms of positioning errors and packets losses. In a nominal case, the tactical conflict
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alert should have been triggered between these two drones at 606m horizontally and 45m vertically,
while conflict 147 between the same drones was triggered at 849m and 63m respectively. This is
because the CNS signal was degraded in both GNSS signal and packet loss, as said before. As can be
seen, the Vertical and Horizontal Positioning Accuracy had passed the 3m/3.5m threshold and the PU
was 60%, i.e. a loss of about 40% of the packets. This is why the separation minima increased
considerably. Conflict 126 occurs at 14:11 and conflict 147 at 14:12h, just at the minute when
degradation is detected (see graphs of Figure 37 and Figure 38).
Therefore, as a conclusion to this objective, it is noted that the separation minima have been adjusted
according to the performance status of the CNS services.

4.2.5.3 OBJ-05.3-V1-VALP-001
Description:
The goal of this sub-objective is to check the difference between layered and non-layered structured
airspace at the operational and safety level.

Success Criteria:
•

CRT-BUBBLES-V1-VALP-05.3-001: Number of new conflicts generated by trying to solve a
previous one is lower in a layered airspace.

•

CRT-BUBBLES-V1-VALP-05.3-002: Solve conflicts in a layered airspace should be easier than in
a non-layered airspace, so the duration of conflicts should be shorter.

Results and conclusions:
To check the difference between layered and non-layered structured airspace, the results of the tests
2, 3 and 4 of the first day have been compared.
Test
2 - Day 1
3 - Day 1
4 - Day 1

Nº of
conflicts
109
76
158

Nº of conflicts generated
after solve a previous one
33
34
82

Conflicts duration (s)
45.526
28.126
19.165

Table 102. Conflicts per test to check the structured airspace

To test this, the conflicts of each of the previous tests were reviewed one by one, looking at the start
and end times of the conflict and the drones involved to see if one of them immediately caused another
conflict with a third drone. Below are several examples of conflicts that would be considered a chain
conflict.
Conflict
Num.

Telemetry_id

5 UPV-Matrice
8 PLV-Mzoom-2
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Conf_Telemetry_id severity initDateTime endDateTime
PLV-Mzoom-1
PLV-Mzoom-1

4
3

12:56:24
12:56:45

12:56:55
12:57:51
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11 UPV-Mavic-1
13 UPV-Mavic-1

PLV-Mdual-1
UPV-Mavic-2

4
4

Table 103. Examples of chain conflicts

12:58:20
12:58:33

12:58:42
12:58:41

In the first case, conflict 5 (between UPV-Matrice and PLV-Mzoom-1) starts at 12:56:24 and ends at
12:56:55, but before it ends, at 12:56:45, the second drone (PLV-Mzoom-1) is involved in another
conflict with a third drone. In the second case something similar happens, during the duration of
conflict 11 the UPV-Mavic-1 drone is involved in a second conflict with a third drone. This is because
by performing the evasive manoeuvre to resolve the first conflict, it has caused a second conflict.
It can be seen from the results in Table 101 that in test 4 there were approximately 60% more chain
conflicts as in tests 2 and 3. It should be remembered that test 4 was conducted with free flight heights
(unstructured airspace) and in tests 2 and 3 the concept of structured airspace was applied in 3 and 1
layer respectively.
With regard to the duration times of the conflicts, nothing can be concluded as the times obtained are
not as expected and many factors have an influence here: some pilots kept the conflict going longer
than expected, some drones did not fly at the correct altitude or when solving the conflicts they
confused the manoeuvre of ascending/descending and did the opposite, causing the duration to
increase. In addition, during the second day of flights, the last two tests had to be cancelled due to
rain, so there is insufficient data to confirm or deny the success criteria #5.3-002.

4.2.5.4 OBJ-05.4-V1-VALP-001 and OBJ-05.5-V1-VALP-001
Description:
These two sub-objectives aim to receive feedback from pilots on their experiences using the BUBBLES
mock-up and their needs for U-space services or improvements of existing ones. To this, at the end of
each day of flight testing, pilots were asked for their opinion on the BUBBLES platforms used by filling
a questionnaire.
As both objectives are related to the questionnaires, they will be treated together in this section.

Success Criteria:
•

CRT-BUBBLES-V1-VALP-05.4-001: Pilots should get acquainted with the functioning of the
BUBBLES SME platform and give positive feedback.

•

CRT-BUBBLES-V1-VALP-05.5-001: Pilots must fill a survey after each mission with their views
and comments about the U-space services provided and another needs.

Results and conclusions:
After each day of the flights, pilots were questioned about their views on the BUBBLES platforms used.
The following images show the questionnaire, developed based on the questionnaire used for Exercise
#02.
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Figure 41. HP Questionnaire II – Part 1

In the first part of the questionnaire, pilots were asked how they would rate the impact of the U-space
services provided by the platforms on the success of their mission, their workload and their situational
awareness.

Overall Assessment

100,0%
90,0%
80,0%
70,0%
60,0%
50,0%
40,0%
30,0%
20,0%
10,0%
0,0%

96%

85%

81%

Negative
Neutral
15%

19%

Workload

Situational
Awareness

4%
Succes Mission

Figure 42. HP Questionnaire II - Part I results

Page I 115

Positive

VALIDATION REPORT (VALR)

Note: Very Negative and Negative and Very Positive and Positive responses have been grouped into
Negative and Positive for clarity of interpretation of results. Very negative responses were 0% in all
cases and very positive 19% in Success of mission and 23% in Situational awareness.
As can be seen in the figure above, more than 96% consider the impact of the U-space services
provided to be positive on the success of their mission. Then, around 85% rate positively the impact
of the U-space services provided on their workload. Regarding the impact of the U-space services
provided on their situation awareness, 80% rate it positively and 20% remain neutral, because at the
beginning of the tests pilots were not familiar with the application's interface and did not know how
to interpret the information well.
In the comments, pilots named that during the first day of the test-flights they experienced unexpected
events as: rain, a training aircraft appeared at low altitude and without a transponder, some occasional
4G connection problems due to coverage failure, problems loading the automatic flight due to not
finding the file in the control application... all of them problems external to the platform or due to lack
of familiarity with it.
As can be seen, in this second phase of flights, the overall results are much better than in the first
flights (EXE-02) as the tools were improved according to the feedback received in the first
questionnaires.
As a first conclusion, the need to integrate other types of non-UAS aircraft into U-space can be
highlighted, as they can pose a safety hazard, as in the case of the unexpected aircraft training engine
failure.
In the second part of the questionnaire, pilots were asked how they would rate the
usability/usefulness of the BUBBLES mock-up on a high-level assessment.

Ease of use
Very
positive
27%

Usefulness

Neutral
15%

Very
positive
27%
Positive
73%

Positive
58%

Very
positive
23%

Timeliness

Positive
50%
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Neutral
42%

VALIDATION REPORT (VALR)

Reliability
Very positive
8%

Negative
4%
Neutral
27%

Positive
61%

Table 104. HP Questionnaire II - Part II results

The 85% consider the ease of use of the UTM platform to be positive, and no one evaluate its
usefulness negatively. Regarding the usefulness of the platform, the 100% of the answers are positive.
Then, the 83% consider the timeliness of the information between positive and very positive and only
4% consider it negative due to occasional loss of 4G connection.
In terms of the clarity of the information provided the 50% rate it positively (Positive and Very positive
answers) but 8% consider it negative. This is because the proposed vertical conflict resolution
manoeuvre was made by a negative sign in the vertical distance and created confusion for the pilot.
Finally, around 70% answer positively about the reliability of data (availability, relevance, accuracy…).
As can be seen, this part of the questionnaire responses are also much more positive than in the flight
campaign of the first validation phase.
One of the most notable complaints in this part is that the alerts lasted very little time on the controls,
not giving the pilot time to interpret the message well in some cases. Pilots also suggested including
audible warnings or making the icon marking the severity of the conflict more visual. Regarding
manoeuvres, pilots said it would be better to change the type of indication (change the
positive/negative sign to arrows). All this together with the vision of the position of the drones in
conflict on the map of the command would be some aspects to improve in the application.

About Conflict alerts
Information useful to solve
conflict

100%

Useful to know the severity

100%

Additional information
needed?

31%

69%

4%

Enough time to react and solve
0%

96%
20%
No

40%

60%

Yes

Table 105. HP Questionnaire II - Part III results
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In the third part of the questionnaire, the pilots were asked whether the BUBBLES tool has been useful
in solving the conflict, to which 100% answered Yes. Then, also 100% said that it is useful to know the
severity of the conflict, that is, the Separation Minima that is infringed.
Regarding the question about the need of additional information, pilots suggested that it would be
interesting to receive the position of the other drone in conflict on the command map as well as its
heading and speed. As in the previous section, they also stated that a more understandable and direct
manoeuvre recommendation would be needed (arrows with the metres that should go up or down),
as well as audible warnings according to severity so that if you are concentrating on watching the drone
in VLOS you can also be aware of conflicts. In the event of a conflict with another drone in priority, it
would also be interesting to display this information.
In the second part of the third section of the questionnaire, shown next, the pilots were questioned
about the separation minima distances proposed in the BUBBLES collision model, and in the fourth
section of the questionnaire they were asked about their perception of the tests (in which one they
had the most conflicts, which one was the most difficult in terms of conflict resolution, etc.).

Figure 43. HP Questionnaire II - Part 2
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Thresholds distance
100%

85%

73%

80%

85%

54%

60%
40%
20%
0%

4%

15%

4%

NMAC threshold

CA threshold

Too short

Separation Loss Tactical Conflict
threshold
threshold

Adequate

Too Long

Figure 44. HP Questionnaire II - Part III results (2)

In general, pilots consider all separation distances to be adequate (Near Mid-Air Collision threshold,
Imminent Collision – Collision Avoidance threshold, Separation Loss, and Tactical Conflict thresholds.).
Only 15% consider the Tactical Conflict distance too long. This is because the TC distances were large
enough not to see the conflicting drone quickly if the conflict was not close to the pilots. One of the
pilots commented that he only found it too long in case of GPS signal degradation, but not in a nominal
operation.

Evaluation of the tests
100%
73%

80%

50%

60%
31%

40%
20%
0%

46%

8%

15%

Greatest Number of
Conflicts
Predefined altitudes

23%
4%

8%

Least difficult to solve
Most difficult and
conflicts
challenging to remain out
of conflict
Same altitudes

Free altitudes

In the fourth section of the questionnaire, pilots were questioned about their perceptions of each
test. Most pilots perceived a greater number of conflicts in tests where all drones were all flying at the
same altitude. In addition, 50% found it more difficult to resolve conflicts when they were also at the
same altitude. Finally, just under 50% also found these tests more complicated in terms of keeping
conflict-free.
For the last part of the questionnaire, questions 4.4, 4.5 and 4.6, most results were N/A. It should be
noted that on the second day, tests 3 and 4 could not be carried out due to rain, which were specific
to those questions. Even so, the following conclusions can be drawn:
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•

Most pilots commented that when operating in VLOS, it is very difficult to detect conflicts with
the naked eye, and it is difficult to know where your drone and the surrounding traffic are,
which translates into poorer situational awareness without the BUBBLES SME tool.

•

As for BVLOS users, if VLOS drones were not provided with the separation management service
and the BVLOSs were the ones in charge of solving conflicts, they stated that this would
increase their workload and make it more difficult for them to solve conflicts, or at least to do
it quickly.

•

Finally, with respect to the CNS service status signal, pilots noted a difference in the number
of conflicts when the signal was degraded. In particular, they went from conflict-free to conflict
of severity 2 or 3 instantly, which confirms that the separations were updated. Even so, having
an icon showing them the signal was not useful for mission development, because they were
focused on conflict alerts and solving conflicts rather than knowing the status of CNS
performance. That is, even if the status was red, they did not alter or stop their mission,
because the minimum separation update already gave them the security to continue with the
operation.

As a conclusion to both sub-objectives, in general the pilots have given very positive feedback on the
BUBBLES SME platform, having understood how it works. Their comments are very useful to draw
conclusions and continue improving the platform with the information they would need to enhance
the operation. Regarding the BUBBLES concept, all of them found it very interesting and necessary to
guarantee a safe operation among all users.

4.2.5.5 OBJ-05.6-V1-VALP-001
Description:
This section documents the validation results for the Communications Performance Monitoring (CPM)
tool, obtained during the validation test flights. During these flights, the U-Trac tracker provided a
message stream via the MQTT protocol, which received by the pilot via the utm_tracks topic,
subscribed by a pilot-side application.
The main goal of these experiments was to inject network failures affecting thee utm_tracks topic data
stream, verifying both its impacts, as well as the operation status of the CPM tool regarding its
detection capability.
For the validation, two separate experiments were conducted during the validation flights: one in
which the system was in nominal conditions of 1 message per second with no communication
disruption being generated and a situation of faulty network conditions, for whom the network fault
injector was used to disturb the message rate, during which it is expected for the CPM Tool to trigger
a warning.
In both cases the CPM tool parameters were the following: 1 message/s for the expected rate, 2
messages for the tolerance and 1s for the timestep. These values were chosen due to the nature of
the established transmission rate per drone (1 message per second), which is not very computationally
demanding, allowing for a stricter criterion. In the faulty case, and to disturb the MQTT protocol feed
in an adequate way, the network emulator was configured for to enforce the network disturbance
profiles.
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Success Criteria:
•
•

CRT-BUBBLES-V1-VALP-05.6-001: Under nominal conditions the message rate complies with
the established threshold of 1 message per second.
CRT-BUBBLES-V1-VALP-05.6-002: The CPM tool capability should correctly detect failures.

Results and conclusions:
Tests under nominal conditions
To validate the CPM tool its logs (Table 105) were compared to the MQTTX application logs (Figure 45).
The next figure depicts the message flow received in a MQTT client (MQTTx), showing the messages in
a collapsed format, to improve timestamp readability.

Figure 45. MQTTx application logs

The next table provides an excerpt of the CPM agent log for nominal conditions. As we can see the
value of both logs are consistent since the epoch timestamp of the first line corresponds to
18:04:29.564 and the increments are of 1 second each, confirming the stable rate on nominal
conditions.
Message rate
(messages/sec)
1.0
1.0
1.0
1.0

Timestamp of
timer(epoch)
1649694812.564062
1649694813.565043
1649694814.565519
1649694815.566002

Warning (True/False)
FALSE
FALSE
FALSE
FALSE

Deltas(s)
C
C
C
C

Table 106. Excerpt of CPM log in nominal conditions

The broker latency during these tests remained stable, providing a neglectable impact on these results
as it remained constant and consistent over the test duration. The remaining columns of the CPM log
will be described in the following section.
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Tests with communication faults and CPM monitoring
Since both the communication faults and the CPM monitoring are intrinsically connected, this
subsection will address both, in the light of the success criteria previously presented.
The table below represents the results taken from the CPM tool in a moment of considerable
degradation (50% packet loss), from the introduction of communication degradation until restoration
of nominal conditions. The first column represents the arrival message rate received (messages per
second), caught in the specified timestep (in this case 1s); the second column represents the time when
the monitoring is triggered, in epoch format; the third column is the state of the system determined
by the CPM i.e., if the communications are having issues or not; the final column is the message interarrival latency delta (difference between messages) caught in the timestep, however in the case that
the rate is 1.0 or 0.0 it will be a placeholder (“C” for consistent and “N” for None – the latter case this
is due to the fact that, when when the rate is zero it won’t be possible to perform calculations). The
broker latency during these tests remained stable (no overload or any evidence of stress), providing a
neglectable impact on these results as it remained constant and consistent over the test duration.
Message rate
(messages/sec)
1.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
7.0
0.0
0.0
1.0
0.0
9.0
2.0
1.0
1.0

Timestamp of timer(epoch)
1649775932.188497
1649775933.189676
1649775934.190935
1649775935.191541
1649775936.192723
1649775937.193916
1649775938.195122
1649775939.196301
1649775940.197482
1649775941.198658
1649775942.199845
1649775943.200833
1649775944.20201
1649775945.2032
1649775946.20369
1649775947.204818
1649775948.205979
1649775949.206832
1649775950.20802
1649775951.209218
1649775952.210949
1649775953.211949

Warning
(True/False)
False
False
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
False

Deltas(s)
C
N
N
N
N
N
N
N
N
N
N
N
N
0.003268
N
N
C
N
0.054294
0.26888
C
C

Table 107. Excerpt of the CPM log with communication failures

As we can see in the table above, there is a moment, corresponding to the beginning of the
communication faults, when the values for the rate either become 0.0 or a value greater than 1.0
(when messages don’t go through, the arrival deltas correspond to 0). This table also depicts the
moment when the CPM detects the error, after 1 timestep of tolerance, as denoted in the third
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column. There were situations where the arrival rates are higher than 1, due to buffering/queuing and
subsequent retransmission burstiness (something that also impacts the measured arrival deltas, which
are inferior to 1). The CPM tool also detected when the test resumed nominal communication
conditions, with the warning flag returning to False.
These tests allowed to confirm both the enforcement of impactful faults as well as the correct
behaviour of the CPM tool when communication disruption occurred. Overall, the validation results
for the CPM tool confirmed its operational status, aligned with the established objectives.

4.3 Confidence in Validation Results
4.3.1 Limitations of Validation Results
OBJ-01-V1-VALP-001
The main limitation of the first validation exercise is the use of simulated tools for generating data that
is a necessary condition due to the lack of real data and to the need of collecting many data that would
be not feasible with a realistic simulator. To mitigate this limitation, we used realistic models to
generate UAS trajectories, including typical noise on sensors and actuators. Then, a higher number of
Monte Carlo simulations is needed. The number of simulated flight hours should be large enough to
justify the obtained TLS values in the order of 10-6.
Although the results are affected by the quality of the data, it is important to highlight that the AI
prediction and inverse prediction models are domain and data-independent and can be thus validated
on other data as soon as they will become available.

OBJ-02-V1-VALP-001
The main limitation is related to the nature of this second validation exercise, which consisted of flight
tests during several days over different sites. Firstly, bad weather led to postpone some flights.
Secondly, some scenarios had to be adapted for regulatory and safety reasons (e.g. VLOS and open
category flights were performed in CTR areas even though for the purposes of the U-space platform
this was BVLOS or specific category so that the separation minima varied). This therefore led to some
limitations in terms of realistic operational scenarios. Also, no real advanced U-space airspace was
flown as these services are not yet deployed, but a separation management service was simulated in
order to achieve the desired results. In addition, conflicts were manually induced for safety, which led
to each drone knowing how it had to resolve the conflict beforehand.
It should be noted that during the first day of flights there were problems in the application of the
pilots' controls, which may have affected the results. However, this was solved for the rest of the tests.

OBJ-03-V1-VALP-001
In this third validation exercise, the most important limitation was the computation time for both
golden and faulty runs due to the large number of UAS and the data storage capacity of the computer.
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To decrease the computation time, the number of tests were reduced and for the faulty runs exercise
only with one scenario was performed, the third one, which is the most critical and representative. In
order to preserve the level of Significance, the number of errors in each trajectory will be increased.

OBJ-04-V1-VALP-001
As in the first exercise, the main limitation of the fourth validation exercise is the use of a simulation
tool to generate data due to the lack of real data. To mitigate this limitation, realistic models are used
to generate the UAS trajectories, including typical noise in sensors and actuators.
Another limitation is the use of a simple tactical deconfliction, as time-saving chaotic trajectories are
used, and only vertical manoeuvres are performed to solve conflicts. But previous sensitivity studies
have shown that conflict frequencies are hardly affected if simpler trajectories are used, so it will not
affect the results and conclusions.

OBJ-05-V1-VALP-001
The limitations in the second validation exercise, which is the second campaign of test-flights, are
related to bad weather conditions, which led to cancel some tests.
The main limitation in the fifth validation exercise is related to its nature, which consisted of flight tests
during several days. Firstly, bad weather led to the cancellation of some tests and thus reduced data
collection for drawing some conclusions. Secondly, some operations had to be adapted for regulatory
and safety reasons (e.g. VLOS and open category flights were performed even though for the purposes
of the U-space platform this was BVLOS or specific category, in order to be representative of various
classes of traffic). This, therefore, led to some limitations in terms of realistic operational scenarios.
Also, no real advanced U-space airspace was flown as these services are not yet deployed, but a
separation management service was simulated in order to achieve the desired results as in the first
validations test-flights. As for the monitoring of the CNS services, it was assumed that the entire flight
area had the same performance, which would limit the results somewhat, as in a real environment it
could be the case that only a part of the drones and not all of them would have to be updated with the
minimum separation values.

4.3.2 Quality of Validation Results
Despite the limitations mentioned above, the quality of the results is considered high.
In the simulation exercises (validation exercises #1, #3 and #4), we tried to run scenarios with many
drones or high flight hours, as well as using Monte Carlo iterations to make the results as
representative as possible. In addition, all tools, developed independently by each partner, were
validated through cross-simulations.
On the flight tests part, real environments were used (around Valencia, Spain) with highly experienced
professional pilots/operators from different sectors (companies, security forces, fire brigades and
individual pilots).
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Regarding the U-space simulation tools used, for the first flight campaign, the Indra tool, an Industrial
Based Platform used in several VLD projects, was used. For the second flight campaign, a new tool was
developed based on the previous one and validated through simulations and during the first flight
campaign.

4.3.3 Significance of Validation Results
As mentioned above, the flight tests were conducted in realistic and varied environments and included
both VLOS and BVLOS, representing open and specific category flights, performed by professional
pilots.
After both flight campaigns, a total of 39 questionnaires were collected from pilots with comments on
the platforms used, their opinion on the need for a conflict management service as well as additional
information that would be useful for them to operate more safely. These surveys provided very
interesting and significant feedback on how to improve the service provided to them given their
experience, information that could be used as a recommendation for the future.
Regarding the significance of the results of the simulation exercises, the samples were increased
through iterations and several scenarios were made with different configurations (3 reference
scenarios with 2 configurations each: case with chaotic/random trajectories and case with more
realistic trajectories classifying the drones by missions). In addition, in the case of exercise 3, where
the computational cost was very high, the number of errors in each trajectory was increased to reduce
the number of scenarios.
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5 Conclusions and recommendations
5.1 Conclusions
Overall, the validation exercises were very successful. All high-level objectives were achieved and only
2 low-level objectives could not be completed due to weather conditions during flight tests.
The main objective of BUBBLES was to validate the concept of operations for the provision of
separation management in U-space airspaces through simulation exercises and flight tests in realistic
environments.
Specifically, the simulation exercises of the first validation phase allowed validating the algorithms for
calculating the separation and conflict frequency developed in deliverable D4.1, as well as the use of
artificial intelligence algorithms for obtaining conflict frequencies in different scenarios developed in
deliverable D4.2. In the second validation phase, simulation exercises were used to test the
communications monitoring tool developed in work package 7 and to validate the effectiveness of the
theoretical separation provision barrier as well as the use of structured airspace, concepts developed
in deliverable D2.1.
The flight tests exercises served on the one hand to test the platform providing the separation
management service, i.e. applying the concept developed by BUBBLES on dynamic separation minima
adapted to the performance of CNS services, and on the other hand to collect feedback from the pilots
on how to improve the tool and what information they would need to operate safely.

5.1.1 Conclusions on SESAR solution maturity
Since BUBBLES is an Exploratory Research (ER) project, the initial maturity gate was V0, but the
validation activities demonstrate the achievement of V1. In addition, at the conceptual level, in some
cases even V2 has been reached with the definition of Safety Objectives at operational level and Safety
and Performance Requirements.
The Maturity Gate analysis has not yet been carried out in detail at the time of writing this document,
so a final conclusion cannot be drawn.

5.1.2 Conclusions on technical feasibility
Regarding the technical feasibility of the concept, the development of tools and implementation in a
laboratory environment served to prove the BUBBLES concept.
Simulations were used to validate tools for calculating conflict frequencies by applying the algorithms
and the risk model proposed in the concept, as well as the use of artificial intelligence in this field.
Communication and Surveillance performance monitoring tools were also validated. Despite the
absence of real data on drone trajectories, the exercises could be carried out satisfactorily.
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As for the flights, pilots confirmed in the surveys the technical feasibility of the platform providing
separation management. Despite some meteorological setbacks or failures in the developed
applications, which were being solved, the flight tests were successful in terms of the expected results.
It should be noted that the platform included only those U-space pseudo-services necessary for the
correct development of the flights, in the future it would be interesting to extend this part to include
all U1-U2 services in order to check the interoperability between them and how the separation
management part would be included in the rest of the services proposed by Corus [12]. It should be
noted that all the telemetry of the aircraft during the flight tests was saved in order to be able to
distribute it. Due to the absence of real data, and having the opportunity to perform flights, we
consider it very useful to be able to generate this type of information so that it can be shared with the
rest of the community.

Conclusions on the strategic deconfliction model applied
Although it should be noted that the purpose of BUBBLES was not to demonstrate the operation of
strategic deconfliction and this is beyond the scope of the project, in order to carry out the validation
exercise 4, it has been necessary to develop and apply the concept in a simplistic way. The following
conclusions can therefore be drawn:
•

Initial results have shown that there is a need to keep these 4D volumes relatively small.

•

Using the TSE for spatial uncertainties seems a good idea, and also marks a direct relation to
the BUBBLES separation management concept, as part of the process is the definition of the
TSE as part of the separation minima computation process.

•

For the time uncertainties, more research should be done. Results suggest that it is required
to keep windows much shorter, as large windows would cause most submitted operations to
be in conflict with other ones. However, the developed model did not include any solving
method, so any conflict required proposing a new random trajectory and trying again. It is
possible that, if new strategic conflict solver methods are developed, it would be acceptable
to have larger 4D volumes.

5.1.3 Conclusions on performance assessments
From the human performance assessments done during the flight tests, some conclusions can be
drawn:
•

Pilots express the need for a U-space service to manage the airspace, specifically the
separation between all aircraft so that they do not collide and can operate safely.

•

Pilots find very useful the alert of possible conflict received in their controls as well as the
suggestion of an evasive manoeuvre.

•

It is also very useful for them to know from the command map the position, speed and heading
of the aircraft in conflict. All this together with the previous point improved their situational
awareness, something that without this service they did not have, as pilots knew of other
drones nearby by seeing them directly.
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•

Related to the previous point, the pilots commented that it is very complicated by direct vision
to know if the drones are going to collide or not since it is not possible to appreciate the
distances or if they are at the same flight altitude.

•

From a workload point of view, by giving them the information in a simple and comfortable
way at the controls, the pilots did not see increased difficulty in the operation. This part was
negatively evaluated in the first validation phase, but by improving the application, very
positive feedback was obtained in the second phase.

•

Finally, it is important to highlight the need for a common altitude reference system (CARS)
since drones show the AGL altitude referred to the take-off point, but different terrain
elevations cause problems in knowing whether two drones are at the same altitude or not.

5.2 Recommendations
Based on what has been discussed throughout this document and specifically in the conclusions, the
following recommendations are obtained.

5.2.1 Recommendations for the next validation phase
After the first validation phase, the following recommendations for the next phase of BUBBLES
validation were made:
1. The number of Monte Carlo simulations should be higher in order to obtain more realistic
results.
2. In future simulations, the type of UAS used should be expanded. Make use of UAS with
multicopter and fixed-wing configuration. In addition to introducing manned aircraft in the
simulators to characterize the behaviour of the airspace by including other aircraft.
3. To improve the pilot’s application to include information in the HMI as: position and distance
of the other conflicting drones, the orientation (heading relative to conflicting aircraft), the
number of conflicts, the difference in altitude and a graphical interface with a 2D map.

5.2.2 Final recommendations for Future R&D needs
After both BUBBLES validation phases, the following recommendations for future R&D can be derived:
•

The need for real drone trajectory data for simulation purposes.

•

The need for a common altitude reference system (CARS) since drones show the AGL altitude
referred to the take-off point, but different terrain elevations cause problems in knowing
whether two drones are at the same altitude or not.

•

The need for Collision Avoidance as safety net to mitigate collision frequency and improve
airspace capacity. If there is no CA, strategic and tactical mitigation barriers should have very
high effectiveness (which is a higher cost for the U-space).
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•

Change the Gaussian distribution for modelling the delays of the separation management
service (tracker + separator + pilot) to a negative exponential distribution or something similar
to avoid negative time values.

•

The use of the conformance monitoring service in conjunction with the separation
management service and the tactical conflict resolution service would be of great interest (out
of the scope of BUBBLES due to the lack of time and the main purpose of the flights, where
manual flying was needed to cause conflicts. To check conformance, automatic flights would
be necessary.

•

Pilots consider it necessary to have a service that alerts them to possible conflicts and suggests
manoeuvres so that all users can operate in a safe and orderly manner. Especially law
enforcement agencies saw this as necessary, as they currently encounter problems because
they do not know where the other drones are.

•

The need of Flight Rules supporting the resolution of conflicts.

•

The establishment of the separation minima that need to be respected tactically can be an
input to set the rules for strategic deconfliction (the 4D volume could be based on the ‘loss of
separation’ threshold of the BUBBLES collision model, although this needs to be studied
further).

•

Devolop a more realistic or sofisticated strategic de-confliction concept.

•

BUBBLES has used a rahter simplistic TSE model, considering a fixed, nominal-case, NSE and
FTE values, and didn’t address the PDE. This is a limitation of the model that should be
addressed by future R&D activities.
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